Perimeter Intrusion Detection System and Supplies
Invitation to Qualify (ITQ) Contract 4400026797
Amendment #1 to Contract Terms and Conditions

The following additions have been made to the Perimeter Intrusion Detection System and Supplies ITQ
Contract Terms and Conditions:

1. DATA BREACH OR LOSS

(@)

(b)

(©)

The Contractor shall comply with all applicable data protection, data security, data privacy and
data breach notification laws, including but not limited to the Breach of Personal Information
Notification Act, Act of December 22, 2005, P.L. 474, No. 94, as amended, 73 P.S. 8§ 2301—
2329.

For data and confidential information in the possession, custody, and control of the Contractor or
its employees, agents, and/or subcontractors:

Q) The Contractor shall report unauthorized access, use, release, loss, destruction or
disclosure of data or confidential information (“Incident”) to the Commonwealth within
one (1) hour of when the Contractor knows of or reasonably suspects such Incident, and
the Contractor must immediately take all reasonable steps to mitigate any potential harm
or further access, use, release, loss, destruction or disclosure of such data or confidential
information.

(i)  The Contractor shall provide timely notice to all individuals that may require notice
under any applicable law or regulation as a result of an Incident. The notice must be pre-
approved by the Commonwealth. At the Commonwealth’s request, Contractor shall, at
its sole expense, provide credit monitoring services to all individuals that may be
impacted by any Incident requiring notice.

(iii)  The Contractor shall be solely responsible for any costs, losses, fines, or damages
incurred by the Commonwealth due to Incidents.

As to data and confidential information fully or partially in the possession, custody, or control of
the Contractor and the Commonwealth, the Contractor shall diligently perform all of the duties
required in this section in cooperation with the Commonwealth, until the time at which a
determination of responsibility for the Incident, and for subsequent action regarding the Incident,
is made final.

2. VIRUS, MALICIOUS, MISCHIEVOUS, OR DESTRUCTIVE PROGRAMMING

(@)
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The Contractor shall be liable for any damages incurred by the Commonwealth if the Contractor
or any of its employees, subcontractors or consultants introduces a virus or malicious,
mischievous or destructive programming into the Commonwealth’s software or computer
networks and has failed to comply with the Commonwealth software security standards. The
Commonwealth must demonstrate that the Contractor or any of its employees, subcontractors or
consultants introduced the virus or malicious, mischievous or destructive programming. The
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(b)

(©)

(d)

(€)

(f)

(9)

Contractor’s liability shall cease if the Commonwealth has not fully complied with its own
software security standards.

The Contractor shall be liable for any damages incurred by the Commonwealth including, but
not limited to, the expenditure of Commonwealth funds to eliminate or remove a computer virus
or malicious, mischievous or destructive programming that results from the Contractor’s failure
to take proactive measures to keep virus or malicious, mischievous or destructive programming
from originating from the Contractor or any of its employees, subcontractors or consultants
through appropriate firewalls and maintenance of anti-virus software and software security
updates (such as operating systems security patches, etc.).

In the event of destruction or modification of Software, the Contractor shall eliminate the virus,
malicious, mischievous or destructive programming, restore the Commonwealth’s software, and
be liable to the Commonwealth for any resulting damages.

The Contractor shall be responsible for reviewing Commonwealth software security standards
and complying with those standards.

The Commonwealth may, at any time, audit, by a means deemed appropriate by the
Commonwealth, any computing devices being used by representatives of the Contractor to
provide services to the Commonwealth for the sole purpose of determining whether those
devices have anti-virus software with current virus signature files and the current minimum
operating system patches or workarounds have been installed. Devices found to be out of
compliance will immediately be disconnected and will not be permitted to connect or reconnect
to the Commonwealth network until the proper installations have been made.

The Contractor may use the anti-virus software used by the Commonwealth to protect
Contractor’s computing devices used in the course of providing services to the Commonwealth.
It is understood that the Contractor may not install the software on any computing device not
being used to provide services to the Commonwealth, and that all copies of the software will be
removed from all devices upon termination of this Contract.

The Commonwealth will not be responsible for any damages to the Contractor’s computers, data,
software, etc. caused as a result of the installation of the Commonwealth’s anti-virus software or
monitoring software on the Contractor’s computers.

3. USE OF CONTRACTOR AND THIRD-PARTY PROPERTY

(a)

(b)
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To the extent that software, including any third-party software, is integrated into the supplies or
services, or the Contractor property is otherwise necessary for the Commonwealth to attain the
full benefit of the supplies or services in accordance with the terms of the Contract, the
Contractor hereby grants to the Commonwealth a non-exclusive, fully-paid up, worldwide
license to use the Contractor property as necessary to meet the requirements of the Contract.
These rights are granted for a duration and to an extent necessary to meet the requirements under
the Contract.

The Commonwealth shall not be bound by any third-party terms and conditions required by any
third-party software and the terms of the Contract shall govern such use by the Commonwealth.
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(©)

The Contractor acknowledges and agrees that the terms and conditions of the Contract shall take
precedence over any inconsistent or conflicting term found among or between the terms or
conditions, or any additional terms, including, but not limited to, license agreements, click-
through agreements, shrink wrap, other online terms, or third-party terms that may relate to the
use of the software embedded into the supply or services. The parties agree that the
Commonwealth, by acknowledging third-party software, does not agree to any terms and
conditions of the third-party software agreements.

4. TERMINATION ASSISTANCE

(@)

(b)

Upon the Commonwealth’s request, Contractor shall provide termination assistance services
(Termination Assistance Services) directly to the Commonwealth, or to any vendor designated
by the Commonwealth. The Commonwealth may request termination assistance from the
Contractor upon full or partial termination of the Contract and/or upon the expiration of the
Contract term, including any renewal periods. Contractor shall take all necessary and
appropriate actions to accomplish a complete, timely and seamless transition of any services
from Contractor to the Commonwealth, or to any vendor designated by the Commonwealth,
without material interruption of or material adverse impact on the services. Contractor shall
cooperate with the Commonwealth and any new contractor and otherwise promptly take all steps
required or reasonably requested to assist the Commonwealth in effecting a complete and timely
transition of any services.

Such Termination Assistance Services shall first be rendered using resources included within the
fees for the Services, provided that the use of such resources shall not adversely impact the level
of service provided to the Commonwealth; then by resources already included within the fees for
the services, to the extent that the Commonwealth permits the level of service to be relaxed; and
finally, using additional resources at costs determined by the parties via mutual agreement.

This amendment is effective January 30, 2023. Except as amended by this Contract Amendment Number 1, all
other terms and conditions of the Contract shall remain as originally written.
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