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THIS CONTRACT, made at Harrisburg, Pennsylvania, in the county of Dauphin,
Commonwealth of Pennsylvania, by and between the COMMONWEALTH OF PENNSYLVANIA,
acting by and through the Department of General Services, with offices at Harrisburg, Pennsylvania,
hereinafter called the Commonwealth and <COMPANY NAME>, hereinafter called the Contractor,
acting through its proper officials;

WITNESSETH THAT:

WHEREAS, the Commonwealth has need for PJIM Demand Response Services (the “Services”);
and

WHEREAS, the Commonwealth issued an Invitation to Qualify (ITQ) for the PJIM Demand
Response Services ITQ through an Invitation for Bids (IFB) and the Contractor submitted a bid in
response to the ITQ; and

WHEREAS, the Commonwealth has the authority to enter into this Contract for the Services on a
multiple award basis according to Section 517 of the Commonwealth Procurement Code, 62 Pa.C.S.
8517; and

WHEREAS, the Commonwealth has evaluated the Contractor’s Proposal and determined that the
Contractor has met the qualification requirements of the ITQ.

NOW, THEREFORE, for and in consideration of the foregoing premises and mutual promises
hereinafter set forth, the parties hereto agree, with the intention of being legally bound, as follows:

1. GENERAL

a. Upon determination that the Contractor meets the ITQ requirements, the Commonwealth
will issue a contract to the Contractor in accordance with Section 55 hereof.

b. Upon receipt of a Purchase Order (PO) issued under this Contract, the Contractor agrees
to furnish the requested services to the Commonwealth agency issuing the PO.

2. COST

The total cost for Services provided for each PO under this Contract shall be the amount stated in
each PO. The Issuing Agency will establish a payment schedule with the Contractor and the
Contractor agrees that payment shall be made in accordance with such payment schedule. No
separate reimbursement will be made for travel, lodging or subsistence. All costs for travel,
lodging or subsistence must be included in the costs provided to the Issuing Agency and
incorporated into the PO.

3. OVERVIEW

The purpose of this multiple award Contract is to provide agencies of the Commonwealth with
the Services that are within the scope of this Contract.

4. DEFINITIONS
a. Contact Person. The individual designated by the Issuing Agency to administer and

monitor POs issued by the Issuing Agency under this Contract. The Contact Person is
authorized to issue POs and amendments to POs and to terminate POs.
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Contracting Officer. The person authorized to administer this Contract for the
Commonwealth and to make written determinations with respect to the Contract (as
opposed to individual POs, which shall be administered and monitored by the Issuing
Agency) is the DGS Chief Procurement Officer. The Contracting Officer is NOT
authorized to sign this Contract or any amendment, but is authorized to terminate this
Contract.

Days. Unless specifically indicated otherwise, days mean Commonwealth business days.

Developed Materials or Developed Works. Except for Contractor’s work papers and
internal communications related to the Services of this Contract and that are not delivered
to the Commonwealth, which shall remain the exclusive property of the Contractor, all
documents, data, records, software, samples or any other literary works or other works of
authorship produced by Contractor in carrying out the obligations and Services under this
Contract, without limitation, and delivered by the Contractor as the work product for the
Project (“Deliverables” or “Delivered Materials”). All Project Deliverables shall be
explicitly identified in the Statement of Work (SOW) for each Purchase Order (PO).

Documentation. A term used to refer to all materials required to support and convey
information about the services required by this Contract. It includes, but is not
necessarily restricted to, written reports and analyses, diagrams, maps, logical and
physical designs, system designs, computer programs, flow charts, disks, and/or other
machine-readable storage media.

Contract Effective Date. The date that the Contract has been fully executed by the
Contractor and by the Commonwealth and all approvals required by Commonwealth
contracting procedures have been obtained.

Issuing Agency. The Commonwealth agency issuing the PO under the terms and
conditions of this Contract.

Proposal. Contractor’s response to a Request for Quotations (RFQ) issued by the Issuing
Agency.

Services. All Contractor activity necessary to satisfy the PO as defined by the Issuing
Agency in the Statement of Work (SOW) incorporated into the PO.

CONTRACT SCOPE
This Contract will include various PJM Demand Response Services service categories.

All of the categories are described more fully via the ITQ web site at
http://www.dgs.internet.state.pa.us/ITQ/Default.aspx

The ITQ web site is the place that shows the specific service categories for which the
Contractor has been found qualified.

If the Contractor must perform work outside of the daily operational hours set forth by the
Issuing Agency, it must make arrangements with the Issuing Agency to assure access to
the facility and equipment has been arranged. The Contractor must take such access into
consideration when it is putting together its Proposal. No additional payment will be
made on the basis of lack of access unless the Issuing Agency fails to provide access as
agreed to between the Issuing Agency and the Contractor.
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Unless specifically provided for in the PO, the Contractor shall not offer for sale or
provide Commonwealth agencies with any hardware or software (i.e., personal

computers, file servers, laptops, personal computer packaged software, etc.). If the PO
does not specifically include the provision of software, Contractors may recommend the
use of hardware and software, without requiring agencies to purchase the recommended
hardware and software. Software and hardware that is NOT on statewide contract will be
acquired through separately procured purchase agreements, and the Contractor shall not be
considered for award of such agreements.

Contractor shall comply with the IT standards and policies issued by the Governor’s
Office of Administration, Office for Information Technology (OA/OIT) (located at:
http://www.portal.state.pa.us/portal/server.pt?open=512&0bjlD=416&PagelD=210791&
mode=2), including the accessibility standards set out in IT Bulletin ACC001, IT
Accessibility Policy. The Contractor shall ensure that Services procured under this
Contract comply with the applicable standards. In the event such standards change
during Contractor’s performance of a PO, and the Issuing Agency requests that
Contractor comply with the changed standard, then any incremental costs incurred by
Contractor to comply with such changes shall be paid for pursuant to a change order to
the PO.

6. ORDER OF PRECEDENCE

a.

If any conflicts or discrepancies should arise in the terms and conditions of this Contract,
or the interpretation thereof, the order of precedence shall be:

i. This Contract;

ii. The data resident on the ITQ web site at
http://www.dgs.internet.state.pa.us/ITQ/Default.aspx and incorporated
herein by reference at the date of execution of the Contract or issuance of an
RFQ off of this Contract, whichever is later, including but not limited to the
promises and certifications the Contractor made in qualifying for the Contract;

If any conflicts or discrepancies should arise in the interpretation of a PO, the order
of precedence shall be:

i. The PJIM Demand Response Services service category definitions, descriptions,
qualification requirements, and contract terms and conditions set forth in the RFQ;

ii. This Contract;

iii. The PO and any attachment thereto, including: (1) the Contractor’s Proposal, as
accepted by the Commonwealth; (2) the RFQ.

7. CONTRACT INTEGRATION

a.

This Contract, including the Contract signature pages, together with the data resident on
the ITQ web site at http://www.dgs.internet.state.pa.us/ITQ/Default.aspx as
described in Section 6, constitutes the final, complete, and exclusive Contract between the
parties containing all the terms and conditions agreed to by the parties. The Contract
itself contemplates the issuance of RFQs and POs, and Technical and Cost proposal
responses by the Contractor, the content of which will augment the Contract when issued
and executed as anticipated under this Contract.
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10.

11.

b. All representations, understandings, promises, and agreements pertaining to the subject
matter of this Contract made prior to or at the time this Contract is executed are
superseded by this Contract.

C. There are no conditions precedent to the performance of this Contract except as expressly
set forth herein.

PURCHASE ORDERS (POs)

a. Prior to issuing a PO against this Contract, Issuing Agencies must follow the solicitation
requirements and evaluation process established for this Contract and available at
http://www.itqrp.state.pa.us/ITQ/ITQ/Default.aspx. DGS may modify these procedures
by posting revised procedures at the website specified above and which will become
effective for subsequent projects not already in the solicitation process.

b. All documents issued by the Issuing Agency and all responses submitted by the
Contractors must be in electronic format and that format must be compatible with
Microsoft™ Office. Documents may be read only, but may not be in .pdf format. The
Issuing Agency may, at its option, also require that all documents be submitted in paper
format.

C. Issuing agencies may issue POs against this Contract. A PO constitutes the Contractor’s
authority to perform Services. Each PO will be deemed to incorporate the terms and
conditions set forth in this Contract. In no event will the performance time period
specified in a Purchase Order extend longer than ninety (90) days after the expiration date
of the Contract term. The Contractor will be required to adhere to the requirements
and/or specifications of the PO.

d. Purchase Orders under ten thousand dollars ($10,000) in total amount may also be made
in person or by telephone using a Commonwealth Procurement VISA Card. When an
order is placed by telephone, the Commonwealth agency shall provide the agency name,
employee name, credit card number, and expiration date of the card. The Contractor
agrees to accept payment through the use of the Commonwealth Procurement VISA card.

PERIOD OF PERFORMANCE

The Contractor, for the life of this Contract, shall complete all services as specified under the
terms of this Contract and any PO resulting from this Contract. In no event shall the
Commonwealth be responsible or liable to pay for any services provided by the Contractor prior
to the Effective Date, and the Contractor hereby waives any claim or cause of action for any such
services.

TERM OF CONTRACT

The term of the Contract shall commence on June 1, 2017 and shall end when terminated by the
Commonwealth pursuant to Section 23 of Part IV, Termination Provisions.

OPTION TO EXTEND

The Commonwealth reserves the right to extend this Contract or any part of this Contract up to
three (3) months, or as necessary to prevent a lapse in Contract coverage.
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12.

13.

14.

15.

16.

SPECIAL REQUIREMENTS

Within the general scope of this ITQ, and with the prior appraoval of DGS, Issuing
Agencies may modify the PJIM Demand Response Services service category definitions,
descriptions, qualification requirements, and contract terms and conditions for Par_tlcular
POs if set forth in the RFQ. Such modifications shall take precedence over differing
provisions of the ITQ/Contract.

The Commonwealth reserves the right to purchase Services within the scope of this Contract
through other procurement methods whenever the Commonwealth deems it to be in its best
interest.

SUBCONTRACTS

The Contractor may subcontract any portion of the Services described in this Contract to third
parties selected by Contractor and approved in writing by the Issuing Agency, whose approval
shall not be unreasonably withheld. Notwithstanding the above, if Contractor has disclosed the
identity of subcontractor(s) together with the scope of work to be subcontracted in its Proposal,
the Issuing Agency’s issuance of a PO is deemed to be approval of all named subcontractors and
a separate approval is not required. The existence of any subcontract shall not change the
obligations of Contractor to the Issuing Agency under this Contract. Upon request of the Issuing
Agency, the Contractor must provide the Issuing Agency with a copy of the subcontract
agreement(s) between the Contractor and the subcontractor(s). Contractor will require all of its
subcontractors to adhere to the terms and conditions of this Contract. Contractors may not
subcontract more than 49% of the total spend for a project/purchase order unless DGS approves
a waiver in advance.

OTHER CONTRACTORS

The Commonwealth may undertake or award other contracts or PO’s for additional or related
work, and the Contractor shall fully cooperate with other Contractors and Commonwealth
employees, and coordinate its Services with such additional work as may be required. The
Contractor shall not commit or permit any act that will interfere with the performance of work by
any other Contractor or by Commonwealth employees. This Section shall be included in the
Contracts of all Contractors with which this Contractor will be required to cooperate. The
Commonwealth shall equitably enforce this Section as to all Contractors to prevent the imposition
of unreasonable burdens on any Contractor.

PRIME CONTRACTOR RESPONSIBILITIES

The Contractor will be responsible for all services required under a PO issued under this Contract
whether or not it provides them directly. The Contractor is the sole point of contact with regard
to all contractual matters, including payment of any and all charges resulting from the PO.

INVOICES

a. Unless otherwise specified in a PO, subject to Issuing Agency review and acceptance, the
Contractor shall invoice the Issuing Agency for Services performed only after acceptance
of the Services in accordance with the PO. Invoices will be submitted as specified in the
PO.

For services provided on a time-and-materials basis, the Contractor shall invoice the
Commonwealth on a monthly basis as services are provided.

For services provided on a fixed-price basis, and subject to Commonwealth review and
acceptance, the Contractor shall invoice the Commonwealth for services performed only
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after acceptance of the services in accordance with Section 18 (INSPECTION AND
ACCEPTANCE).

At a minimum, the following information shall be furnished on all invoices, as

applicable:
(1)
)
(©)
4
®)
(6)

(")

)
9)

(10)

A unique invoice number;
The Contract number;
PO number;
The Contractor’s SAP/SRM Vendor Number;
The period covered,
For expenditure of manpower resources, including that of
subcontractors (solely related to Time and Materials invoices only; not
required for Deliverables invoices):

(i Position;

(i) Rate per hour; and

(iii)  Hours and cost thereof, itemized by tasks.
Tasks completed by the Contractor during the billing period and
approved by the Issuing Agency to the date of the invoice, and
percentage of the phase represented thereby;
Amounts invoiced to date and approved to date;

Location, including address to which payment is to be made; and

Invoices received by the Contractor from any subcontractor.

The Issuing Agency shall use its best efforts to pay all properly prepared and submitted
invoices within forty five (45) calendar days from the date of receipt of such invoice by
the Issuing Agency. Interest on late payments may only be paid if the contractor qualifies
for such payment pursuant to the provisions of 4 Pa. Code § 2.31, et seq

The Commonwealth or Issuing Agency may deduct from amounts due under an invoice
any amounts owed to the Commonwealth under Section 29, Offset Provision for
Commonwealth Contracts and Section 52, Liquidated Damages.

Electronic Payments

)

The Commonwealth will make contract payments through the
Automated Clearing House (ACH). Within 10 days of award of the
Contract or PO, the Contractor must submit or must have already



17.

18.

submitted its ACH information within its user profile in the
Commonwealth’s procurement system (SRM).

(2 The Contractor must submit a unique invoice number with each invoice
submitted. The unique invoice number will be listed on the
Commonwealth of Pennsylvania’s ACH remittance advice to enable the
Contractor to properly apply the state agency’s payment to the invoice
submitted.

3 It is the responsibility of the Contractor to ensure that the ACH
information contained in SRM is accurate and complete. Failure to
maintain accurate and complete information may result in delays in
payments.

ASSIGNABILITY

Subject to the terms and conditions of this Section, the Contract is binding upon the
parties and their respective successors and assigns.

The Contractor may not assign, in whole or in part, the Contract or its rights, duties,
obligations, or responsibilities hereunder without the prior written consent of the
Commonwealth, which consent may be withheld at the sole and absolute discretion of the
Commonwealth.

Notwithstanding the foregoing, the Contractor may, without the consent of the
Commonwealth, assign its rights to payment to be received under the Contract or a PO,
provided that the Contractor provides written notice of such assignment to the Issuing
Agency together with a written acknowledgement from the assignee that any such
payments are subject to all of the terms and conditions of the Contract.

For the purposes of the Contract, the term “assign” shall include, but shall not be limited
to, the sale, gift, assignment, pledge, or other transfer of any ownership interest in the
Contractor provided, however, that the term shall not apply to the sale or other transfer of
stock of a publicly traded company.

Any assignment consented to by the Commonwealth shall be evidenced by a written
assignment agreement executed by the Contractor and its assignee in which the assignee
agrees to be legally bound by all of the terms and conditions of the Contract and to
assume the duties, obligations, and responsibilities being assigned. The assignment form
is provided via the ITQ web site at http://www.itqrp.state.pa.us/I TQ/ITQ/Default.aspx.

A change of name by the Contractor, following which the Contractor’s federal
identification number remains unchanged, is not considered to be an assignment. The
Contractor shall give the Issuing Agency and the Contracting Officer written notice of
any such change of name.

INSPECTION AND ACCEPTANCE

Acceptance of Developed Materials will occur in accordance with the Deliverable
Approval Plan and/or criteria set forth in the SOW. For PO’s where the development of
software, the configuration of software, or the modification of software is the deliverable,
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the Deliverable Approval Plan must include an Acceptance Test Plan. The Acceptance
Test Plan will provide for a Final Acceptance Test, and may provide for Interim
Milestone Acceptance Tests. Each Acceptance Test will be designed to demonstrate that
the Developed Materials conform with the functional specifications for the Developed
Materials, if any, and/or the requirements of the SOW. Contractor shall notify the
Issuing Agency when the deliverable is completed and ready for acceptance testing. The
Issuing Agency will not unreasonably delay commencement of acceptance testing.

@ For Projects that require software integration a the end of the Project, as
set out in the PO, the Commonwealth’s acceptance of a deliverable or
milestone shall be final unless at the time of Final Acceptance, the
Developed Materials do not meet the acceptance criteria set forth in the
SOW.

2 For Projects that do not require software integration at the end of the
Project as set out in the PO, the Commonwealth’s acceptance of a
deliverable or milestone shall be complete and final.

Contractor shall certify, in writing, to the Issuing Agency when a particular milestone,
interim or final, is completed and ready for acceptance (hereinafter Acceptance). Unless
otherwise set out in a SOW or PO, the Acceptance period shall be ten (10) days for
interim milestones and thirty (30) days for final milestones. On or before the 10th day
for interim milestones or 30th day for the final milestone, following receipt by the Issuing
Agency of Contractor’s certification of completion of a particular milestone, the Issuing
Agency shall, subject to Section 18(a) either: (1) provide the Contractor with its written
acceptance of the Developed Materials in the completed milestone; or (2) identify to
Contractor, in writing, the failure of the Developed Materials to comply with the
specifications, listing all such errors and omissions with reasonable detail.

If the Issuing Agency fails to notify the Contractor in writing of any failures in the
Developed Materials within the applicable Acceptance period, the Developed Materials
shall be deemed accepted.

If the Developed Materials do not meet an accessibility standard as set out in Section
5(e), the Contractor must provide written justification for its failure to meet the standard.
The justification must provide specific details as to why the standard has not been met.
The Issuing Agency may either waive the requirement as not applicable to the Issuing
Agency’s business requirements or require that the Contractor provide an acceptable
alternative. Any waiver of the requirement must be in writing.

Upon Contractor’s receipt of the Issuing Agency’s written notice of rejection, which must
identify the reasons for the failure of the Developed Materials in a completed milestone
to comply with the specifications, the Contractor shall have fifteen (15) days, or such
other time as the Issuing Agency and Contractor may agree is reasonable, within which to
correct all such failures, and resubmit the corrected Developed Materials, certifying to the
Issuing Agency, in writing, that the failures have been corrected, and that the Developed
Materials have been brought in compliance with the specifications. Upon receipt of such
corrected and resubmitted Developed Materials and certification, the Issuing Agency
shall have thirty (30) days to test the corrected Developed Materials to confirm that they
are in compliance with the specifications. If the corrected Developed Materials are in



19.

20.

21.

compliance with the specifications, then the Issuing Agency shall provide the Contractor
with its acceptance of the Developed Materials in the completed milestone.

If, in the opinion of the Issuing Agency, the corrected Developed Materials still contain
material failures, the Issuing Agency shall have the option either to:

(1) Repeat the procedure set forth above; or

2 Proceed with its rights under Section 25 (DISPUTES).

NOTICE OF DELAYS

Whenever the Contractor encounters any difficulty which is delaying or threatens to delay the
timely performance of this Contract or any PO issued under this Contract (including actual or
potential labor disputes), the Contractor shall promptly give notice thereof in writing to the
Contact Person stating all relevant information with respect thereto. Such notice shall not in any
way constitute a basis for an extension of the delivery schedule or be construed as a waiver by the
Commonwealth or the Issuing Agency of any rights or remedies to which it is entitled by law or
pursuant to provisions of this Contract. Failure to give such notice, however, may be grounds for
denial of any request for an extension of the delivery schedule because of such delay.

CONDUCT OF SERVICES

Following the acceptance of Contractor’s Proposal and the issuance of a PO, Contractor
shall proceed diligently with all Services and shall perform such Services with qualified
personnel, in accordance with the completion criteria set forth in the PO.

In determining whether or not the Contractor has performed with due diligence
hereunder, it is agreed and understood that the Issuing Agency may measure the amount
and quality of the Contractor’s effort against the representations made in any Contractor
Proposal accepted by way of a PO resulting from this Contract. The Contractor’s
Services hereunder shall be monitored by the Issuing Agency and designated
representatives. If the Issuing Agency determines that the Contractor has not performed
with due diligence, the Issuing Agency and the Contractor will attempt to reach
agreement with respect to such matter. Failure of the Issuing Agency or the Contractor to
arrive at such mutual determinations shall be a dispute concerning a question of fact
within the meaning of Section 25 (DISPUTES) of this Contract.

CHANGES

a.

At any time during the performance of a PO, the Issuing Agency or the Contractor may
request a change to the PO, including the SOW, within the scope of the PO. Contractor
will make reasonable efforts to investigate the impact of the change request on the price,
timetable, specifications, and other terms and conditions of the PO. If the Issuing
Agency is the requestor of the change, the Contractor will inform the Issuing Agency if
there will be any charges for the Contractor’s services in investigating the change request
prior to incurring such charges. If the Issuing Agency and the Contractor agree on the
results of the investigation and any necessary amendments to the PO, the parties must
complete and execute the Change Notice Form, which is attached hereto as Appendix B,
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22.

to modify the PO and implement the change. The Issuing Agency and Contractor will
only request changes to the PO by way of the Change Notice Form. If the parties cannot
agree upon the results of the investigation or the necessary amendments to the PO, the
change request will not be implemented and, if the Contractor initiated the change request
it may elect to handle the matter in accordance with Section 25 (DISPUTES) of this
Contract.

Changes outside the scope of a PO shall be accomplished through the Commonwealth’s
normal procurement procedures, and may result in an amended PO or a new PO (if the
additional services are awarded to the Contractor).

DEFAULT

The Commonwealth may, subject to the provisions of Section 53, Force Majeure, and in
addition to its other rights under the Contract, declare the Contractor in default by written
notice thereof to the Contractor, and terminate (as provided in Section 23, Termination
Provisions) the whole or any part of this Contract or any PO for any of the following
reasons:

(1) Failure to begin Services within the time specified in the Contract or
Purchase Order or as otherwise specified;

2 Failure to perform the Services with sufficient labor, equipment, or
material to cause the completion of the specified Services in material
accordance with the Contract or Purchase Order terms;

3 Unsatisfactory performance of the Services;

(@)) Failure to deliver the awarded item(s) within the time specified in the
Contract or PO or as otherwise specified;

(5) Failure to provide an item(s) which is in conformance with the
specifications referenced in the Contract or PO;

(6) Failure or refusal to remove material, or remove, replace or perform any
Services rejected as defective or noncompliant;

@) Discontinuance of Services without approval or as otherwise allowed
pursuant to the Contract or PO;

(8) Failure to resume work, which has been discontinued, within a
reasonable time after notice to do so (unless the failure to resume is
pursuant to the Contract or PO);

9 Insolvency;

(10)  Assignment made for the benefit of creditors;

(11)  Failure or refusal within 10 days after written notice by the Contracting

Officer, to make payment or show cause why payment should not be
made, of any amounts due subcontractors for materials furnished, labor
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(12)

(13)

(14)

(15)

23. TERMINATION

a. For Convenience

@)

supplied or performed, for equipment rentals, or for utility services
rendered:;

Failure to protect, to repair, or to make good any damage or injury to
property;

Material breach of any provision of the Contract;

Failure to comply with representations made in the Contractor's
bid/Proposal; or

Failure to comply with applicable industry standards, customs, and
practice.

The Commonwealth may terminate this Contract and any or all POs
issued under it without cause by giving Contractor thirty (30) days prior
written notice (Notice of Termination) whenever the Commonwealth
shall determine that such termination is in the best interest of the
Commonwealth (Termination for Convenience). The Notice of
Termination shall specify which, if any, POs will terminate with
termination of the Contract. Any such termination shall be effected by
delivery to the Contractor of a Notice of Termination specifying the
extent to which performance under this Contract is terminated either in
whole or in part and the date on which such termination becomes
effective. Any PO not so specified in the Notice of Termination shall
continue in effect for the term stated in the PO.

Any Issuing Agency may terminate any PO issued by that agency, without cause,
by giving Contractor Notice of Termination prior to the effective date of
termination.

In the event of termination hereunder, Contractor shall receive payment for:

Q) All Services performed consistent with the terms of the PO
prior to the effective date of termination;

(i) All actual and reasonable costs incurred by Contractor in
terminating the PO; and

In no event shall the Contractor be paid for any loss of anticipated profit (by the
Contractor or any subcontractor), loss of use of money, or administrative or
overhead costs.

Failure to agree on any termination costs shall be a dispute handled in accordance
with Section 25 (DISPUTES) of this Contract.
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2 The Contractor shall cease Services as of the date set forth in the Notice
of Termination, and shall be paid only for such Services as have already
been satisfactorily rendered up to and including the termination date set
forth in said notice, or as may be otherwise provided for in said Notice
of Termination, and for such services performed during the thirty (30)
day notice period, if such services are requested by the Issuing Agency
under any POs being terminated, for the collection, assembling, and
transmitting to the Commonwealth of at least all materials, manuals,
magnetic media, studies, drawings, computations, maps, supplies, and
survey notes including field books, which were obtained, prepared, or
developed as part of the Services required under the terminating POs.

(©)) The above shall not be deemed to limit the Commonwealth’s right to
terminate this Contract for any reason as permitted by the other
provisions of this Contract, or under applicable statuary law or
regulations.

Non-Appropriation

Any payment obligation or portion thereof of the Commonwealth created by this Contract
or any PO issued pursuant to this Contract is conditioned upon the availability and
appropriation of funds. When funds (state or federal) are not appropriated or otherwise
made available to support continuation of performance in a subsequent fiscal year period,
the Commonwealth shall have the right to terminate the PO. The Contractor shall be
reimbursed in the same manner as that described in this section related to Termination for
Convenience to the extent that appropriated funds are available.

Default

The Commonwealth may, in addition to its other rights under this Contract, terminate this
Contract or any PO in whole or in part by providing written notice of default to the
Contractor if the Contractor materially fails to perform its obligations under a PO and
does not cure such failure within the time specified in the PO or, if no time is specified in
the PO, within thirty (30) days or, if a cure within such period is not practical, commence
a good faith effort to cure such failure to perform within the specified period or such
longer period as the Commonwealth may specify in the written notice specifying such
failure, and diligently and continuously proceed to complete the cure. For POs, the
Contact Person shall provide any notice of default or written cure notice for the Issuing
Agency. The Issuing Agency is authorized to terminate only a PO issued by the agency
pursuant to this Contract. Termination of a PO for default shall not affect work on other
POs under which the Contractor is not in default. The Contracting Officer shall provide
any notice of default or written cure notice for Contract terminations.

@ Subject to the Limitation of Liability in Section 31 of this Contract, in
the event the Commonwealth terminates this Contract in whole or in
part as provided in this Subsection (c), the Commonwealth may procure
services similar to those so terminated, and the Contractor, in addition
to liability for any liquidated damages, shall be liable to the
Commonwealth for the difference between the Contract price for the
terminated portion of the services and the actual and reasonable cost
(but in no event greater than the fair market value) of producing
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24.

substitute equivalent services for the terminated services, provided that
the Contractor shall continue the performance of this Contract to the
extent not terminated under the provisions of this Section.

2 Except with respect to defaults of subcontractors, the Contractor shall
not be liable for any excess costs if the failure to perform the Contract
arises out of causes beyond the control of the Contractor. Such causes
may include, but are not limited to, acts of God or of the public enemy,
fires, floods, epidemics, quarantine restrictions, strikes, work stoppages,
freight embargoes, acts of terrorism, and unusually severe weather. The
Contractor shall notify the Contracting Officer and the Issuing Agency
promptly in writing of its inability to perform because of a cause
beyond the control of the Contractor.

3 Nothing in this Subsection (c) shall abridge the Commonwealth’s right
to suspend, debar, or take other administrative action against the
Contractor.

()] If it is later determined that the Commonwealth erred in terminating the
Contract for default, then, at the Commonwealth’s discretion, the
Contract shall be deemed to have been terminated for convenience
under Subsection (a).

d. If this Contract or a PO is terminated as provided by this Subsection (c), the
Commonwealth may, in addition to any other rights provided in this Subsection, and
subject to Section 37 (OWNERSHIP RIGHTS) of this Contract, require the Contractor to
deliver to each Issuing Agency in the manner and to the extent directed by the Contact
Person, such reports and other documentation as the Contractor has specifically produced
or specifically acquired for the performance of such part of the Contract or PO as has
been terminated. Payment for such reports and documentation will be made consistent
with the Contract or PO.

e. The rights and remedies of the Commonwealth provided in this Section shall not be
exclusive and are in addition to any other rights and remedies provided by law or under
this Contract.

f. The Commonwealth’s failure to exercise any rights or remedies provided in this Section
shall not be construed to be a waiver by the Commonwealth of its rights and remedies in
regard to the event of default or any succeeding event of default.

g. Following exhaustion of the Contractor’s administrative remedies as set forth in Section
25, the Contractor's exclusive remedy shall be to seek damages in the Board of Claims.

BACKGROUND CHECKS

The Contractor is to, at its expense, arrange for a background check for each of its employees, as

well as for the employees of its subcontractors, who will have access to Commonwealth facilities,

either through on site or remote access. Background checks are to be conducted via the Request
for Criminal Record Check form and procedure found at
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25.

http://www.portal.state.pa.us/portal/server.pt?open=512&0bjlD=4451&&PagelD=458621&level=
2&css=L.2&mode=2 The background check is to be conducted prior to initial access by
Contractor and annually thereafter.

Before the Commonwealth will permit Contractor access to Commonwealth facilities, the
Contractor is to provide written confirmation to the office designated by the agency that the
background check has been conducted. If, at any time, it is discovered that an employee of the
Contractor or an employee of a subcontractor of the Contractor has a criminal record that includes
a felony or misdemeanor involving terrorist threats, violence, use of a lethal weapon, or breach of
trust/fiduciary responsibility; or which raises concerns about building, system, or personal
security, or is otherwise job-related, the Contractor is not to assign that employee to any
Commonwealth facilities, is to remove any access privileges already given to the employee, and
is not to permit that employee remote access to Commonwealth facilities or systems, unless the
agency consents, in writing, prior to the access being provided. The agency may withhold its
consent at its sole discretion. Failure of the Contractor to comply with the terms of this paragraph
may result in default of the Contractor under its contract with the Commonwealth.

The Commonwealth specifically reserves the right to conduct or require background checks over
and above that described herein.

DISPUTES
a. Contract Disputes

D In the event of a controversy or claim arising from the Contract, the
Contractor must, within six months after the cause of action accrues, file
a written claim with the Contracting Officer for a determination. The
claim shall state all grounds upon which the Contractor asserts a
controversy exists. If the Contractor fails to file a claim or files an
untimely claim, the Contractor is deemed to have waived its right to
assert a claim in any forum.

(2) The contracting officer shall review timely-filed claims and issue a final
determination, in writing, regarding the claim. The final determination
shall be issued within 120 days of the receipt of the claim, unless
extended by consent of the contracting officer and the Contractor. The
Contracting Officer shall send his/her written determination to the
Contractor. If the contracting officer fails to issue a final determination
within the 120 days (unless extended by consent of the parties), the
claim shall be deemed denied. The Contracting Officer's determination
shall be the final order of the Commonwealth.

3 Within fifteen (15) days of the mailing date of the determination
denying a claim, or within 135 days of filing a claim if no extension is
agreed to by the parties, whichever occurs first, the Contractor may file
a statement of claim with the Commonwealth Board of Claims.

Pending a final judicial resolution of a controversy or claim, the
Contractor shall proceed diligently with performance under the Contract
in a manner consistent with the determination of the Contracting Officer
and the Commonwealth shall compensate the Contractor pursuant to the
terms of the Contract.
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26.

b. PO Disputes

)

)

©)

In the event of a controversy or claim arising from a PO, the Contractor
must, within six months after the cause of action accrues, file a written
claim with the Issuing Agency for a determination. The claim shall
state all grounds upon which the Contractor asserts a controversy exists.
If the Contractor fails to file a claim or files an untimely claim, the
Contractor is deemed to have waived its right to assert a claim in any
forum.

The Issuing Agency shall review timely-filed claims and issue a final
determination, in writing, regarding the claim. The final determination
shall be issued within 120 days of the receipt of the claim, unless
extended by consent of the Issuing Agency and the Contractor. The
Issuing Agency shall send his/her written determination to the
Contractor. If the Issuing Agency fails to issue a final determination
within the 120 days (unless extended by consent of the parties), the
claim shall be deemed denied. The Issuing Agency's determination
shall be the final order of the Issuing Agency.

Within fifteen (15) days of the mailing date of the determination
denying a claim or within 135 days of filing a claim if, no extension is
agreed to by the parties, whichever occurs first, the Contractor may file
a statement of claim with the Commonwealth Board of Claims. Pending
a final judicial resolution of a controversy or claim, the Contractor shall
proceed diligently with the performance of the Contract in a manner
consistent with the determination of the Issuing Agency and the Issuing
Agency shall compensate the Contractor pursuant to the terms of the
PO.

C. The Issuing Agency will provide the Contracting Officer with a copy of all
determinations made by the Issuing Agency. The Contractor will provide the Contracting
Officer with a copy of any appeal of an Issuing Agency decision that is filed by the

Contractor.

CONFIDENTIALITY

The Contractor agrees to protect the confidentiality of the Commonwealth’s confidential
information. The Commonwealth agrees to protect the confidentiality of Contractor’s
confidential information. In order for information to be deemed confidential, the party claiming
confidentiality must designate the information as “confidential” in such a way as to give notice to
the other party (notice may be communicated by describing the information, and the
specifications around its use or disclosure, in the SOW). Neither party may assert that
information owned by the other party is such party’s confidential information. The parties agree
that such confidential information shall not be copied, in whole or in part, or used or disclosed
except when essential for authorized activities under this Contract and, in the case of disclosure,
where the recipient of the confidential information has agreed to be bound by confidentiality
requirements no less restrictive than those set forth herein. Each copy of such confidential
information shall be marked by the party making the copy with any notices appearing in the
original. Upon termination or cancellation of this Contract or any license granted hereunder, the
receiving party will return to the disclosing party all copies of the confidential information in the

-16 -



27.

receiving party’s possession, other than one copy, which may be maintained for archival purposes
only. Both parties agree that a material breach of these requirements may, after failure to cure
within the time frame specified in this Contract, and at the discretion of the non-breaching party,
result in termination for default pursuant to Section 23.c (DEFAULT), in addition to other
remedies available to the non-breaching party.

Insofar as information is not otherwise protected by law or regulation, the obligations stated in
this Section do not apply to information:

a.

b.

Already known to the recipient at the time of disclosure;

Independently generated by the recipient and not derived from the information supplied
by the disclosing party;

Known or available to the public, except where such knowledge or availability is the
result of unauthorized disclosure by the recipient of the proprietary information;

Disclosed to the recipient without a similar restriction by a third party who has the right
to make such disclosure; or

Required to be disclosed by the recipient by law, regulation, court order, or other legal

process.

There shall be no restriction with respect to the use or disclosure of any ideas, concepts, know-
how, or data processing techniques developed alone or jointly with the Commonwealth in
connection with services provided to the Commonwealth under this Contract.

INSURANCE

The Contractor shall procure and maintain at its expense and/or require its subcontractors
to procure and maintain, as appropriate, the following types of insurance, issued by
companies acceptable to the Commonwealth and authorized to conduct such business
under the laws of the Commonwealth of Pennsylvania:

)

)

Worker’s Compensation Insurance for all of the Contractor’s employees
and those of any subcontractor engaged in performing Services in
accordance with the Worker *Cempesaion Actof 1915and any
supplements or amendments thereof.

Public liability and property damage insurance to protect the
Commonwealth, the Contractor, and any and all subcontractors from
claims for damages for personal injury (including bodily injury),
sickness or disease, accidental death, and damage to property, including
loss of use resulting from any property damage which may arise from
its operations under this Contract, whether such operation be by the
Contractor, by any subcontractor, or by anyone directly or indirectly
employed by either. The limits of such insurance shall be in an amount
not less than $500,000 each person and $2,000,000 each occurrence,
personal injury and property damage combined. Such policies shall be
occurrence based rather than claims-made policies and shall name the
Commonwealth of Pennsylvania as an additional insured, as its interests
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28.

may appear. The insurance shall not contain any endorsements or any
other form designed to limit and restrict any action by the
Commonwealth as an additional insured against the insurance coverages
in regard to the Services performed for the Commonwealth.

b. Prior to commencing Services under any PO, the Contractor shall provide the Issuing
Agency with a copy of each current certificate of insurance. These certificates shall
contain a provision that coverages afforded under the policies will not be canceled or
changed until at least thirty (30) days prior written notice has been given to the
Commonwealth.

C. The Contractor agrees to maintain such insurance for the life of any PO under which it is
working.
d. Contractor’s self-insurance of the types and amounts of insurance set for the above shall

satisfy the requirements of this Section 27 (INSURANCE).

CONTRACTOR RESPONSIBILITY PROGRAM AND PROVISIONS

As indicated in Management Directive 215.9, Contractor Responsibility?rogram, the
Commonwealth of Pennsylvania has established a system to monitor Contractor performance.
If a Contractor has not performed as required by the Contract or PO, the Issuing Agency will
notify the Contracting Officer. The information provided will be reviewed, and if deemed to be
appropriate, will be entered in the central Contractor Responsibility File. This information will
be used by the Commonwealth to assist in determining if a Contractor is responsible. If it is
determined a Contractor is not responsible, it will be ineligible for contract awards.

For the purpose of these provisions, the term contractor is defined as any person, including, but not
limited to, a bidder, offeror, loan recipient, grantee or lessor, who has furnished or performed or
seeks to furnish or perform, goods, supplies, services, leased space, construction or other activity,
under a contract, grant, lease, purchase order or reimbursement agreement with the Commonwealth
of Pennsylvania (Commonwealth). The term contractor includes a permittee, licensee, or any
agency, political subdivision, instrumentality, public authority, or other public entity in the
Commonwealth.

a. The Contractor certifies, in writing, for itself and its subcontractors required to be disclosed
or approved by the Commonwealth, that as of the date of its execution of this Bid/Contract,
that neither the Contractor, nor any such subcontractors, are under suspension or debarment
by the Commonwealth or any governmental entity, instrumentality, or authority and, if the
Contractor cannot so certify, then it agrees to submit, along with its Bid/Contract, a written
explanation of why such certification cannot be made.

b. The Contractor also certifies, in writing, that as of the date of its execution of this
Bid/Contract it has no tax liabilities or other Commonwealth obligations, or has filed a
timely administrative or judicial appeal if such liabilities or obligations exist, or is subject
to a duly approved deferred payment plan if such liabilities exist.
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29.

30.

C. The Contractor's obligations pursuant to these provisions are ongoing from and after the

effective date of the Contract through the termination date thereof. Accordingly, the
Contractor shall have an obligation to inform the Commonwealth if, at any time during the
term of the Contract, it becomes delinquent in the payment of taxes, or other
Commonwealth obligations, or if it or, to the best knowledge of the Contractor, any of its
subcontractors are suspended or debarred by the Commonwealth, the federal government,
or any other state or governmental entity. Such notification shall be made within 15 days of
the date of suspension or debarment.

d. The failure of the Contractor to notify the Commonwealth of its suspension or debarment

by the Commonwealth, any other state, or the federal government shall constitute an event
of default of the Contract with the Commonwealth.

e. The Contractor agrees to reimburse the Commonwealth for the reasonable costs of

investigation incurred by the Office of State Inspector General for investigations of the
Contractor's compliance with the terms of this or any other agreement between the
Contractor and the Commonwealth that results in the suspension or debarment of the
contractor. Such costs shall include, but shall not be limited to, salaries of investigators,
including overtime; travel and lodging expenses; and expert witness and documentary fees.
The Contractor shall not be responsible for investigative costs for investigations that do not
result in the Contractor's suspension or debarment.

The Contractor may obtain a current list of suspended and debarred Commonwealth contractors
by either searching the Internet at http://www.dgs.state.pa.us/ or contacting the:

Department of General Services
Office of Chief Counsel

603 North Office Building
Harrisburg, PA 17125
Telephone No: (717) 783-6472
FAX No: (717) 787-9138

OFFSET PROVISION FOR COMMONWEALTH CONTRACTS

The Contractor agrees that the Commonwealth may set off the amount of any state tax liability or
other obligation of the Contractor or its subsidiaries to the Commonwealth against any payments
due the Contractor under any contract with the Commonwealth.

TAXES-FEDERAL, STATE, AND LOCAL

The Commonwealth is exempt from all excise taxes imposed by the Internal Revenue Service and
has accordingly registered with the Internal Revenue Service to make tax-free purchases under
registration No. 23740001-K. With the exception of purchases of the following items, no
exemption certificates are required and none will be issued: undyed diesel fuel, tires, trucks, gas-
guzzler emergency vehicles, and sports fishing equipment. The Commonwealth is also exempt
from Pennsylvania sales tax, local sales tax, public transportation assistance taxes, and fees and
vehicle rental tax. The Department of Revenue regulations provide that exemption certificates
are not required for sales made to governmental entities and none will be issued. Nothing in this
Section is meant to exempt a construction contractor from the payment of any of these taxes or
fees which are required to be paid with respect to the purchase, use, rental or lease of tangible
personal property or taxable services used or transferred in connection with the performance of a
construction contract.
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31.

32.

33.

LIMITATION OF LIABILITY

The Contractor’s liability to the Commonwealth under any PO issued under this Contract shall be
limited to the greater of $250,000 or the value of the PO (including any amendments), unless a
limitation between $250,000 and the value of the PO is otherwise specified in the PO. This
limitation will apply, except as otherwise stated in this Section, regardless of the form of action,
whether in contract or in tort, including negligence. This limitation does not, however, apply to
damages for:

a. Bodily injury or death;

b. Damage to real property or tangible personal property for which the Contractor is legally
liable; or

C. The Contractor’s indemnity of the Commonwealth for patent, copyright, trade secret or

trademark protection.

In no event will the Contractor be liable for consequential and indirect damages unless otherwise
stated and agreed to by the Commonwealth and the Contractor in the Statement of Work attached
to the PO. Except as set out in Section 33 (VIRUS, MALICIOUS, MISCHIEVOUS OR
DESTRUCTIVE PROGRAMMING) in no event will the Contractor be liable for damages due to
lost records or data, unless otherwise specified in the PO. Notwithstanding the foregoing, the

Contractor shall provide reasonable assistance to the Commonwealth in restoring such lost
records or data to their most recent backup copy.

COMMONWEALTH HELD HARMLESS

The Contractor shall hold the Commonwealth harmless from and indemnify the Commonwealth
against any and all claims, demands and actions based upon or arising out of any activities
performed by the Contractor and its employees and agents under this Contract, provided the
Commonwealth gives Contractor prompt notice of any such claim of which it learns. Pursuant to
the CommonwealthttorneysAct 71 P.S. § 732-101, et. seq the Office of Attorney General
(OAG) has the sole authority to represent the Commonwealth in actions brought against the
Commonwealth. The OAG may, however, in its sole discretion and under such terms as it deems
appropriate, delegate its right of defense. If OAG delegates the defense to the Contractor, the
Commonwealth will cooperate with all reasonable requests of Contractor made in the defense of
such suits.

Notwithstanding the above, the Contractor shall not enter into any settlement without the
Commonwealth’s written consent, which shall not be unreasonably withheld. The
Commonwealth may, in its sole discretion, allow the Contractor to control the defense and any
related settlement negotiations.

VIRUS, MALICIOUS, MISCHIEVOUS OR DESTRUCTIVE PROGRAMMING

a. Notwithstanding any other provision in this Contract to the contrary, if the Contractor or
any of its employees, subcontractors or consultants introduces a virus or malicious,
mischievous or destructive programming into the Commonwealth’s software or computer
networks and has failed to comply with the Commonwealth software security standards,
and provided further that the Commonwealth can demonstrate that the virus or malicious,
mischievous or destructive programming was introduced by the Contractor or any of its
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employees, subcontractors or consultants, the Contractor shall be liable for any damage to
any data and/or software owned or licensed by the Commonwealth. The Contractor shall
be liable for any damages incurred by the Commonwealth including, but not limited to,
the expenditure of Commonwealth funds to eliminate or remove a computer virus or
malicious, mischievous or destructive programming that result from the Contractor’s
failure to take proactive measures to keep virus or malicious, mischievous or destructive
programming from originating from the Contractor, its servants, agents or employees
through appropriate firewalls and maintenance of anti-virus software and software
security updates (such as operating systems security patches, etc.). In the event of
destruction or modification of software, the Contractor shall eliminate the virus,
malicious, mischievous or destructive programming, restore the Commonwealth’s
software, and be liable to the Commonwealth for any resulting damages. The Contractor
shall be responsible for reviewing Commonwealth software security standards in effect at
the commencement of a PO and complying with those standards. The Contractor’s
liability shall cease if the Commonwealth has not fully complied with its own software
security standards.

The Commonwealth may, at any time, audit, by a means deemed appropriate by the
Commonwealth, any computing devices being used by representatives of the Contractor
to provide services to the Commonwealth that will be connected to a Commonwealth
network for the sole purpose of determining whether those devices have anti-virus
software with current virus signature files and the current minimum operating system
patches or workarounds have been installed. Devices found to be out of compliance will
immediately be disconnected and will not be permitted to connect or reconnect to the
Commonwealth network until the proper installations have been made. The
Commonwealth shall not install any software or monitoring tools on the Contractor’s
equipment without the Contractor’s written consent to do so.

The Contractor may use the anti-virus software used by the Commonwealth to protect
Contractor’s computing devices used in the course of providing services to the
Commonwealth. It is understood that the Contractor may not install the software on any
computing device not being used to provide services to the Commonwealth, and that all
copies of the software will be removed from all devices upon termination of this
Contractor or the PO under which services are being provided.

Neither the Commonwealth nor the Issuing Agency will be responsible for any damages
to the Contractor’s computers, data, software, etc. caused as a result of the installation of
the Commonwealth’s anti-virus software or monitoring software on the Contractor’s
computers.

34. PATENT, COPYRIGHT, TRADEMARK, AND TRADE SECRET PROTECTION

a.

The Contractor shall hold the Commonwealth harmless for any suit or proceeding which
may be brought against the Commonwealth for the alleged infringement of any United
States or foreign patents, copyrights, or trademarks, or for a misappropriation of trade
secrets arising out of performance of this Contract, including all work, services,
materials, reports, studies, and computer programs provided by the Contractor, and in any
such suit or proceeding will satisfy any final award for such infringement, including
costs. The Commonwealth agrees to give Contractor prompt notice of any such claim of
which it learns. Pursuant to the CommonwealtittorneysAct 71 P.S. § 732-101, et. sq.,
the Office of Attorney General (OAG) has the sole authority to represent the
Commonwealth in actions brought against the Commonwealth. The OAG may, however,
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in its sole discretion and under the terms it deems appropriate, delegate its right of
defense. If OAG delegates the defense to the Contractor, the Commonwealth will
cooperate with all reasonable requests of Contractor made in the defense of such suits. If
OAG does not delegate its right of defense, OA will request that OAG seek to join the
Contractor as a third party. If OAG does not agree to seek to join the Contractor as a
third party, the Contractor shall seek to intervene in the matter. If the Contractor is not
joined as a third party either through the OAG's joinder or through the Contractor's
intervention, there will be no contractual obligation on the part of the Contractor to
indemnify. No settlement which prevents the Commonwealth from continuing to use the
Developed Materials as provided herein shall be made without the Commonwealth's prior
written consent. In all events, the Commonwealth shall have the right to participate in
the defense of any such suit or proceeding through counsel of its own choosing. It is
expressly agreed by the Contractor that, in the event it requests that the Commonwealth
provide support to the Contractor in defending any such claim, the Contractor shall
reimburse the Commonwealth for all expenses (including attorneys’ fees, if such are
made necessary by the Contractor’s request) incurred by the Commonwealth for such
support.

The Contractor shall pay all damages and costs awarded therein against the
Commonwealth. If information and assistance are furnished by the Commonwealth at the
Contractor’s written request, it shall be at the Contractor’s expense, but the responsibility
for such expense shall be only that within the Contractor’s written authorization.

If, in the Contractor’s opinion, the products, materials, reports, studies, or computer
programs furnished hereunder are likely to or do become subject to a claim of
infringement of a United States or foreign patent, copyright, or trademark, or for a
misappropriation of trade secret, then without diminishing the Contractor’s obligation to
satisfy any final award, the Contractor may, at its option, substitute functional equivalents
for the alleged infringing products, materials, reports, studies, or computer programs or,
at the Contractor’s option and expense, obtain the rights for the Commonwealth to
continue the use of such products, materials, reports, studies, or computer programs.

If any of the products, materials, reports, studies, or computer programs provided by the
Contractor are in such suit or proceeding held to constitute infringement and the use or
publication thereof is enjoined, the Contractor shall, at its own expense and at its option,
either procure the right to publish or continue use of such infringing products, materials,
reports, studies, or computer programs, replace them with non-infringing items, or
modify them so that they are no longer infringing.

If the Contractor is unable to do any of the preceding, the Contractor agrees to pay the
Commonwealth:

@ Any amounts paid by the Commonwealth less a reasonable amount based on
the acceptance and use of the deliverable;

2 Any license fee less an amount for the period of usage of any software;
and

3 The prorated portion of any service fees representing the time remaining in any
period of service for which payment was made.

The obligations of the Contractor under this Section continue without time limit and
survive the termination of this contract.
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g. Notwithstanding the above, the Contractor shall have no obligation for:

(1) Modification of the product, service, or deliverable provided by the
Commonwealth;

2 Any material provided by the Commonwealth to the Contractor and
incorporated into, or used to prepare, a product, service, or deliverable;

3 Use of the product, service, or deliverable in other than its specified
operating environment;

4 The combination, operation, or use of the product, service, or deliverable
with other products, services, or deliverables not provided by the
Contractor as a system or the combination, operation, or use of the
product, service, or deliverable, with any products, data, or apparatus that
the Contractor did not provide;

(5) Infringement of a non-Contractor product alone;

(6) The Commonwealth’s distribution, marketing or use beyond the scope
contemplated by the SOW or PO; or

@) The Commonwealth’s failure to use corrections or enhancements made
available to the Commonwealth by the Contractor at no charge.

h. The obligation to indemnify the Commonwealth, under the terms of this Section, shall be
the Contractor’s sole and exclusive obligation for the infringement or misappropriation of
intellectual property.

35. SENSITIVE INFORMATION

a. The Contractor shall not publish or otherwise disclose, except to the Commonwealth or
the Contractor’s subcontractors, any information or data obtained hereunder from private
individuals, organizations, or public agencies, in a way that allows the information or
data furnished by or about any particular person or establishment to be identified,.

b. The parties shall not use or disclose any information about a recipient receiving services
from, or otherwise enrolled in, a Commonwealth program affected by or benefiting from
services under this Contract for any purpose not connected with the parties’ Contract
responsibilities, or as outlined in the Issuing Agency SOW.

C. Contractor, as directed, shall comply with all federal or state laws and regulations related
to the use of information that constitutes protected health information (PHI) as defined by
the regulations promulgated pursuant to the HealthInsurancePortability and
Accountabiliy Act(HIPAA). By signing this Contract, the Contractor agrees to the terms
of the Business Associates Agreement, which is incorporated into this Contract as
Appendix A. If the Issuing Agency, or relevant portion thereof, is a Covered Entity as
defined in HIPAA, and the Contractor is performing the work of a Business Associate
(which determination will be made solely in the discretion of the Issuing Agency), the
Issuing Agency it will fill in the blanks in the attached Appendix as part of the PO. It is
understood that Appendix A is only applicable if the Issuing Agency so indicates, and, if
not applicable to the entire Issuing Agency, is only applicable with respect to the internal
entities indicated by the Issuing Agency expressly in the PO.
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36.

37.

CONTRACT CONSTRUCTION

The provisions of this Contract shall be construed in accordance with the provisions of all
applicable laws and regulations of the Commonwealth of Pennsylvania.

OWNERSHIP RIGHTS

a.

b.

Ownership of Properties

o))
o)

Definitions

M)

2

@)

All “Developed Works” shall be owned according to the provisions set
forth in this Section 37.

All software owned by the Commonwealth or its licensors (“Commonwealth
Software”) as of the Effective Date, or by the effective date of a PO,
whichever is later, shall be and shall remain the exclusive property of the
Commonwealth or its licensors, and Contractor shall acquire no rights or
interests in the Commonwealth Software or Tools

or that of its licensors by virtue of this Contract or any PO or SOW except as
described in this paragraph or elsewhere in this Contract or any PO or SOW.
The Contractor shall not use any Commonwealth Software, Commonwealth
Tools or software or tools of its licensors for any purpose other than to
complete work under a PO. In the use of Commonwealth Software,
Commonwealth Tools or software or tools of

its licensors, Contractor will be bound by the confidentiality provisions of this
Contract.

Software: For purposes of this Contract, the term “software” means a
collection of one or more programs, databases or microprograms fixed in
any tangible medium of expression that comprises a sequence of
instructions (source code) to carry out a process in, or convertible into, a
form executable by an electronic computer (object code).

Data: For purposes of this Contract, the term “data” means any recorded
information, regardless of form, the media on which it may be recorded, or
the method of recording.

Technical Data: For purposes of this Contract, the term “technical data”
means any specific information necessary for the development, production
or use of the Commonwealth Software.

Commonwealth Property—Non-Exclusive, License Grant and Restrictions

During the term of this Contract, Commonwealth grants to Contractor for the limited
purpose of providing the Services covered under this Contract, a limited, nonexclusive,
nontransferable, royalty-free right (subject to the terms of any third party agreement to
which the Commonwealth is a party) to do the following:

M)

)

Obtain access to and use of the Commonwealth Software in accordance
with the terms of this Contract.

Reproduce the Commonwealth Software for archival purposes or for
other purposes expressly provided for under this Contract.
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(3) Modify the Commonwealth Software consistent with the terms and
conditions of this Contract provided that Contractor agrees to assign to the
Commonwealth, its rights, if any, in any derivative works resulting from
Contractor’s modification of the Commonwealth Software. Contractor
agrees to execute any documents required to evidence this assignment and
to waive any moral rights and rights of attribution provided for in Section
106A of Title 17 of the United States Code, the Copyright Act ofL976.

(@) Allow the Contractor’s subcontractors approved by the Commonwealth to
obtain access to the Commonwealth Software for the purposes of complying
with the terms and conditions of this Contract; provided, however, that
neither Contractor nor any of its subcontractors may decompile or reverse
engineer, or attempt to decompile or reverse engineer, any of the
Commonwealth Software. Commonwealth hereby represents that it has the
authority to provide the license grant and rights set forth in this Section.

(5) To the extent that Contractor uses Commonwealth Software,
Commonwealth Tools or software or tools of its licensor, Contractor
agrees to protect the confidentiality of these works and maintain these
proprietary works with the strictest confidence.

Impact of Third Party Agreements

Subject to the terms of any third party agreement to which the Commonwealth is a party:
(i) the Commonwealth shall, at no cost to Contractor, provide Contractor with access to
the Commonwealth Software in the form in use by Commonwealth as of the Contract
Effective Date or the effective date of a PO, whichever is later, and (ii) Contractor, as
part of the Services to be rendered under this Contract, shall compile and, as changes are
made, update a list of all of the Commonwealth Software then in use by Contractor or
any of its subcontractors in connection with Contractor’s performance of the Services.

Reservation of Rights

All rights, not expressly granted here to Contractor on a nonexclusive basis, including the
right to grant non-exclusive licenses and other rights are reserved by the Commonwealth.

Termination of Commonwealth License Grant

Upon the expiration or termination for any reason of Contractor’s obligation to provide
the Services under this Contract or under a PO, all rights granted to Contractor in this
Section 37 (OWNERSHIP RIGHTS) shall immediately cease. Contractor shall, at no
cost to Commonwealth, deliver to Commonwealth all of the Commonwealth Software
and Tools (including any related source code then in Contractor’s possession or under its
control) in the form in use as of the Effective Date of such expiration or termination.
Within fifteen (15) calendar days after termination, Contractor shall provide the
Commonwealth with a current copy of the list of Commonwealth Software in use as of
the date of such expiration or termination. Concurrently therewith, Contractor shall
destroy or erase all other copies of any of the Commonwealth Software then in
Contractor’s possession or under its control unless otherwise instructed by
Commonwealth, in writing; provided, however, that Contractor may retain one archival
copy of such Commonwealth Software and Tools, until final resolution of any actively
asserted pending disputes between the Parties, such retention being for the sole purpose
of resolving such disputes.
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Effect of License Grant Termination

Consistent with the provisions of this Section, Contractor shall refrain from
manufacturing, copying, marketing, distributing, or use of any Commonwealth Software
or any other work which incorporates the Commonwealth Software. The obligations of
this Section 37 (OWNERSHIP RIGHTS) shall survive any termination of this Contract.

Use of Contractor-Owned Software

All software owned by Contractor (Contractor Software) and tools owned by Contractor
(Contractor Tools) prior to the Effective Date of this Contract or the effective date of a
PO, whichever is later, shall be and shall remain the exclusive property of Contractor.
The Commonwealth shall acquire no rights or interests in the Contractor Software or the
Contractor Tools by virtue of this Contract or any PO or SOW except as set forth in this
paragraph or in the PO or SOW.

Definition of Contractor Tools

Contractor Tools is defined as any tools, both in object code and source code form,
which Contractor has previously developed, or which Contractor independently develops
or licenses from a third party, excluding any tools that Contractor creates pursuant to this
Contract. Contractor Tools includes but is not limited to, methodologies, information,
concepts, toolbars for maneuvering between pages, search engines, JAVA applets, and
ActiveX controls.

Required Reports, Records and Inventory of Contractor Tools and Contractor Software

(1) Contractor must provide a list of all Contractor Tools and Contractor
Software to be delivered in connection with the deliverables or
Developed Materials prior to starting work on a PO. Contractor must
also provide a list of all other Contractor Tools and Contractor Software
intended to be used by Contractor to provide the services under the PO
but will not become part of or necessary for the use of the Developed
Materials. All Contractor Tools and Contractor Software necessary to
use deliverables or Developed Materials shall be delivered to the
Commonwealth along with the license set forth in Section 37k.
Contractor may amend these lists from time to time while the PO is
being carried out or upon its completion. In the event that the
Contractor fails to list a Contractor Tool, but can demonstrate that such
tool was independently developed by Contractor prior to the PO on
which it was used, Contractor shall nevertheless retain complete
ownership of such Contractor Tool that is necessary to use the
deliverables or Developed Materials, provided that notice is given to the
Issuing Agency prior to its use on the PO. Any Contractor Tools or
Contractor Software not included on the lists will be deemed to have
been created under this Contract.

(2 As part of its response to a SOW, the Contractor will provide a list of all
software and tools that are commercially available and which are
required to support the deliverables or Developed Materials.

3 During the term of this Contract, Contractor shall maintain at its
principal office books of account and records showing its actions under
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this Contract. Upon reasonable notice by Commonwealth, Contractor
shall allow Commonwealth to inspect these records and accounts for
purposes of verifying the accuracy of such accounts and records.

(@) In the event that Contractor fails to list a Contractor Tool or Contractor
Software, but is able to demonstrate that such tool or software was
independently developed by Contractor prior to the Effective Date of
this Contract, Contractor shall retain complete ownership of such
Contractor Tool or Contractor Software that is necessary to use the
deliverables or Developed Works, provided that notice is given to the
Commonwealth prior to use on the Contract.

Expiration or Termination NonExclusive License Grant—Non-Commercial Contractor
Tools and Software

Upon the expiration or termination for any reason of Contractor’s obligation to provide
the Services under this Contract, and at the request of Commonwealth, Contractor hereby
(i) grants to Commonwealth a paid-up, nonexclusive, nontransferable license to use,
modify, prepare derivative works and unless Commonwealth terminates this Contract
without cause, grant to third parties engaged by Commonwealth the right to use, modify,
and prepare derivative works based upon all or any portion of the non-commercially
available Contractor Software and the non-commercially available Contractor Tools
owned by Contractor and used by Contractor in connection with the Services, the
foregoing rights being granted to the extent reasonably necessary to facilitate
Commonwealth’s or such third party’s completion of and maintenance of the Services to
be provided by Contractor under this Contract immediately prior to such expiration or
termination and (ii) will deliver to Commonwealth the object code version of such non-
commercially available Contractor Software and such non-commercially available
Contractor Tools in the form used by Contractor in connection with the Services
immediately prior to such expiration or termination to allow the Commonwealth to
complete and maintain such work. If Commonwealth enters into a contract that allows
for the use of the Contractor Software or Contractor Tools for which a license is granted
under this Section 37 (OWNERSHIP RIGHTS), the Commonwealth will include a
provision in that contract that limits the use of the Contractor Software or Contractor
Tools as delineated in this Section.

Rules of Usage for Developed Works

@ If Developed Works modify, improve, or enhance application software
programs or other materials generally licensed by the Contractor, then
such Developed Works shall be the property of the Contractor, and
Contractor hereby grants Commonwealth an irrevocable, nonexclusive,
worldwide, fully paid-up license (to include source code and relevant
documentation) in perpetuity to use, modify, execute, reproduce,
display, perform, prepare derivative works from and distribute, within
the Commonwealth, of such Developed Works. For purposes of
distribution under the license grant created by this section,
Commonwealth includes any government agency, department,
instrumentality, division, unit or other office that is part of the
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(4)

Commonwealth of Pennsylvania, together with the State System of
Higher Education (including any of its universities), any county,
borough, commonwealth, city, municipality, town, township special
purpose district, or other similar type of governmental instrumentality
located within the geographical boundaries of the Commonwealth of
Pennsylvania. If federal funds are used in creation of the Developed
Works, the Commonwealth also includes any other state government as
well as the federal government.

If Developed Works modify, improve, or enhance application software
or other materials not licensed to the Commonwealth by the Contractor,
then such modifications, improvements and enhancements shall be the
property of the Commonwealth or its licensor. To the extent
Commonwealth owns the software or other materials, it hereby grants to
Contractor an irrevocable, nonexclusive, worldwide, fully paid-up
license to use, modify, execute, reproduce, display, perform, prepare
derivative works from, and distribute copies of such Developed Works.
To the extent Commonwealth has a license to the software or other
materials, and to the extent that it, in its sole discretion determines it is
able to do so the Commonwealth will grant to Contractor an
irrevocable, nonexclusive, worldwide, fully paid-up license to use,
modify, execute, reproduce, display, perform and distribute copies of
such Developed Works.

If Developed Works have been funded by Commonwealth, to any
extent, with either Commonwealth or federal funds, and the Developed
Works do not include pre-existing materials generally licensed by the
Contractor, then the Commonwealth shall have all right, title, and
interest (including ownership of copyright and trademark) to such
Developed Works and the Commonwealth hereby grants to Contractor
an irrevocable, nonexclusive, worldwide, fully paid-up license to use,
modify, execute, reproduce, display, perform, prepare derivative works
from, and distribute copies of such Developed Works. The
Commonwealth shall exclusively own all software products first
developed under the terms of this contract by the Contractor, its
subcontractors or other third party vendors that are specifically
developed for, engineered and integrated into the Developed Works.

When the Developed Work is a report provided by a research company
that was provided under this contract or a PO, but which was not
developed specifically for the Commonwealth or Issuing Agency under
this contract or a PO, the ownership of the Developed Work will remain
with the contractor, provided, however, that the Commonwealth or
Issuing Agency has the right to copy and distribute the Developed Work
within the Commonwealth.

Copyright Ownership. Works Developed as Part of the Scope of Work for the Project,
including Developed Works developed by subcontractors, are the sole and exclusive
property of the Commonwealth and shall be considered “works made for hire”” under the
United State€opyrightAct of 1976, as amended, 17 United States Code. In the event
that the Developed Works do not fall within the specifically enumerated works that
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constitute works made for hire under the United States copyright laws, Contractor agrees
to assign and, upon their authorship or creation, expressly and automatically assigns all
copyright interests, proprietary rights, trade secrets, and other right, title, and interest in
and to such Developed Works to Commonwealth. Contractor further agrees that it will
have its subcontractors assign, and upon their authorship or creation, expressly and
automatically assign all copyright interest, proprietary rights, trade secrets, and other
right, title, and interest in and to the Developed Works to the Commonwealth.
Commonwealth shall have all rights accorded an owner of copyright under the United
States copyright laws including, but not limited to, the exclusive right to reproduce the
Developed Works in multiple copies, the right to distribute, copies by sales or other
transfers, the right to register all copyrights in its own name as author in the United States
and in foreign countries, the right to prepare derivative works based upon the Creative
Works and the right to display the Developed Works. The Contractor further agrees that
it will include this requirement in any subcontractor or other agreement with third parties
who in any way participate in the creation or development of Developed Works. Upon
completion or termination of this Contract, all working papers, files and other
documentation shall immediately be delivered by Contractor to the Commonwealth.
Contractor warrants that the Developed Works are original and do not infringe any
copyright, patent, trademark, or other intellectual property right of any third party and are
in conformance with the intellectual property laws of the United States.

Patent Ownership

(1) Contractor and its subcontractors shall retain ownership to patentable
items, patents, processes, inventions or discoveries (collectively, the
Patentable Items) made by the Contractor during the performance of
this Contract. Notwithstanding the foregoing, the Commonwealth shall
be granted a nonexclusive, nontransferable, royalty free license to use or
practice the Patentable Items. Commonwealth may disclose to third
parties any such Patentable Items made by Contractor or any of its
subcontractors under the scope of work for the Project that have been
previously publicly disclosed. Commonwealth understands and agrees
that any third party disclosure will not confer any license to such
Patentable Items.

2 Contractor shall not use any computer program, code, or any works
developed by or for Contractor independently of this Contract (“Pre-
Existing Materials”) in the performance of the Services under this
Contract, without the express written consent of the Commonwealth.
Any Pre-Existing Materials used by Contractor for performance of
Services under this Contract without Commonwealth consent shall be
deemed to be Developed Works as that term is used in this Section. In
the event that Commonwealth provides such consent, Contractor shall
retain any and all rights in such Pre-Existing Materials.

Federal Government Interests
It is understood that certain funding under this Contract may be provided by the federal
government. Accordingly, the rights to Developed Works or Patentable Items of

Contractors or subcontractors hereunder will be further subject to government rights as
set forth in 37 C.F.R. 8 401, and other applicable statutes.
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Usage Rights for Know-How and Technical Information

Either Party, in the ordinary course of conducting business, may use any ideas, concepts,
know-how, methodologies, processes, components, technologies, algorithms, designs,
modules or techniques not otherwise covered by this Section relating to the Services
which Contractor or Commonwealth (alone or jointly with the Commonwealth) develops
or learns in connection with Contractor’s provision of Services to Commonwealth under
this Contract.

Commonwealth Intellectual Property Protection

Contractor acknowledges Commonwealth’s exclusive right, title and interest, including
without limitation copyright and trademark rights, in and to Commonwealth Software,
Commonwealth Tools and the Developed Works developed under the provisions of this
Section, shall not in any way, at any time, directly or indirectly, do or cause to be done
any act or thing contesting or in any way impairing or tending to impair any part of said
right, title, and interest, and shall not use or disclose the Commonwealth Software,
Commonwealth Tools, or the Developed Works without Commonwealth’s written
consent, which consent may be withheld by the Commonwealth for any reason. Further,
Contractor shall not in any manner represent that Contractor has any ownership interest
in the Commonwealth Software, Commonwealth Tools, or the Developed Works. This
provision is a material part of this Section.

Contractor Intellectual Property Protection

Commonwealth acknowledges that it has no ownership rights in the Contractor Software
or Contractor Tools other than those set forth in this Contract, any PO or SOW, or as may
be otherwise granted in writing.

Source Code and Escrow Items Obligations

Simultaneously with delivery of the Developed Works to Commonwealth, Contractor
shall deliver a true, accurate and complete copy of all source codes relating to the
Developed Works. To the extent that the Developed Works include application software
or other materials generally licensed by the Contractor, then the source code shall be
placed in escrow, subject to the terms and conditions of an Escrow Agreement to be
executed by the Parties and an Escrow Agent that is acceptable to the Commonwealth.

Contractor’s Copyright Notice Obligations

Contractor will affix the following Copyright Notice to the Developed Works developed
under this Section and all accompanying documentation: “Copyright & [year] by the
Commonwealth of Pennsylvania. All Rights Reserved.” This notice shall appear on all
tangible versions of the Developed Works delivered under this Contract and any
associated documentation. It shall also be programmed into any all Developed Works
delivered hereunder so that it appears at the beginning of all visual displays of such
Developed Works.

Commercial Software
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38.

39.

40.

41.

If a deliverable under this Contract is commercially available software, the Contractor
hereby agrees that, before it incorporates such software into a deliverable it will inform
the licensor of the software, if the Contractor is not the licensor of the software, that it
will be required to enter into a license with the Commonwealth which is acceptable to the
Commonwealth. The license agreement in the form attached hereto as Appendix “C” is
in a form that is acceptable to the Commonwealth. The Issuing Agency may negotiate
the terms of the license agreement as appropriate to the Issuing Agency’s use of the
software.

PUBLICATION RIGHTS AND/OR COPYRIGHTS

a. Except as otherwise provided in Section 37 (OWNERSHIP RIGHTS), the Contractor
shall not publish any of the results of the work without the written permission of the
Issuing Agency. The publication shall include the following statement: “The opinions,
findings, and conclusions expressed in this publication are those of the author and not
necessarily those of the Commonwealth of Pennsylvania.” The Contractor shall not
include in the documentation any copyrighted matter, unless the Contractor provides the
Commonwealth with written permission of the copyright owner.

b. Subject to Section 37 (OWNERSHIP RIGHTS) and the confidentiality provisions of
Section 26 (CONFIDENTIALITY), the Commonwealth shall have unrestricted authority
to reproduce, distribute, and use any submitted report or data designed or developed and
delivered to the Commonwealth as part of the performance of a PO.

C. Rights and obligations of the parties under this Section 38 survive the termination of this
Contract or any PO issued under it.

CHANGE OF OWNERSHIP

In the event that the Contractor should change ownership for any reason whatsoever, the
Commonwealth shall have the exclusive option of continuing under the terms and conditions of
this Contract with the Contractor or its successors or assigns for the full remaining term of this
Contract, or continuing under the terms and conditions of this Contract with the Contractor or its
successors or assigns for such period of time as is necessary to replace the products, materials,
reports, studies, or computer programs, or immediately terminating this Contract.

OFFICIALS NOT TO BENEFIT

No official or employee of the Commonwealth and no member of its General Assembly who
exercises any functions or responsibilities under this Contract shall participate in any decision
relating to this Contract which affects their personal interest or the interest of any corporation,
partnership, or association in which they are, directly or indirectly, interested; nor shall any such
official or employee of the Commonwealth or member of its General Assembly have any interest,
direct or indirect, in this Contract or the proceeds thereof.

INDEPENDENT CAPACITY OF CONTRACTOR
a. The parties to this Contract agree that the Services performed by the Contractor under the

terms of this Contract are performed as an independent Contractor. The Services
performed by the Contractor are performed neither as an employee of the Commonwealth
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42.

43.

44,

of Pennsylvania nor as a partnership or joint venture between the Commonwealth and the
Contractor.

Except as otherwise provided by the terms of this Contract, the Commonwealth shall have
no control over the manner in which the contractual Services are performed by the
Contractor, or any subcontractor. Any job specifications or standards of work attached to
or incorporated into this Contract or any subcontracting restrictions contained in this
Contract shall not be construed as the Commonwealth’s direction or control over the
manner of the performance of Services provided by the Contractor.

COMPLIANCE WITH LAWS

The Contractor shall comply with all federal, state, and local laws applicable to its Services,
including, but not limited to, all statutes, regulations and rules that are in effect as of the date of
the issuance of the PO and shall procure at its expense all licenses and all permits necessary for
the fulfillment of its obligation.

THE AMERICANS WITH DISABILITIES ACT

During the term of this Contract, the Contractor agrees as follows:

a.

Pursuant to federal regulations promulgated under the authority of The AmericandVith
Disabilities Act 28 C.F.R.8 35.101, et seq the Contractor understands and agrees that no
individual with a disability shall, on the basis of the disability, be excluded from
participation in this Contract or from activities provided for under this Contract. Asa
condition of accepting and executing this Contract, the Contractor agrees to comply with
the GeneralProhibitionsAgainstDiscrimination, 28 C.F.R. § 35.130, and all other
regulations promulgated under Title 1l of TheAmeriansWith DisabilitiesActwhich are
applicable to the benefits, services, programs, and activities provided by the
Commonwealth of Pennsylvania through Contracts with outside Contractors.

The Contractor shall be responsible for and agrees to indemnify and hold harmless the
Commonwealth of Pennsylvania from losses, damages, expenses claims, demands, suits,
and actions brought by any party against the Commonwealth of Pennsylvania as a result
of the Contractor’s failure to comply with the provisions of Subsection a. above.

EXAMINATION OF RECORDS

a.

Unless otherwise specified in a PO, the Contractor agrees to maintain, using its standard
procedures, and in accordance with Generally Accepted Accounting Principles, books,
records, documents, and other evidence pertaining to the charges under any PO to the
extent and in such detail as will properly reflect all charges for which reimbursement is
claimed under the provisions of this Contract.

The Contractor agrees to make available at the office of the Contractor at all reasonable
times, and upon reasonable written notice, during the term of this Contract and the period
set forth in Subsection c. below, any of the records for inspection, audit, or reproduction
by any authorized Commonwealth representative. To the extent allowed by law, the
Commonwealth agrees to maintain any documents so provided in accordance with the
confidentiality provisions in Section 26 (CONFIDENTIALITY).
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C.

Except as otherwise provided below or specified in a PO, the Contractor shall preserve
and make available its records for a period of three (3) years from the date of final
payment under this Contract:

@ If this Contract is completely or partially terminated, the records
relating to the work terminated shall be preserved and made available
for a period of three (3) years from the date of any resulting final
settlement.

(2 Non-privileged records which relate to litigation or the settlement of
claims arising out of the performance of this Contract, or charges under
this Contract as to which exception has been taken by the auditors, shall
be retained by the Contractor until such litigation, claims, or exceptions
have been finally resolved.

Except for documentary evidence retained pursuant to Subsection c.(2) above, the
Contractor may in fulfillment of its obligation to retain its records as required by this
Section substitute photographs, microphotographs, or other authentic reproductions of
such records, after the expiration of two (2) years following the last day of the month of
reimbursement to the Contractor of the invoice or voucher to which such records relate,
unless a shorter period is authorized by the Commonwealth with the concurrence of its
auditors.

The provisions of this Section shall be applicable to and included in each subcontract
hereunder. The term “subcontract™ as used in this contract only, excludes POs not
exceeding $1,000 and subcontracts or POs for public utility services at rates established
for uniform applicability to the general public.

45. SINGLE AUDIT ACT OF 1984

In compliance with the Single Audit Act of 1984, the Contractor agrees to the following:

a.

This Contract is subject to audit by federal and state agencies or their authorized
representative in accordance with the auditing standards promulgated by the Comptroller
General of the United States and specified in GovernmenAuditingStandards1994
Revisions (Yellow Book).

The audit requirement of this Contract will be satisfied if a single audit is performed
under the provisions of the SingleAudit Act 0f1984,31U.S.C.§ 7501, et sej., and all
rules and regulations promulgated pursuant to the Act.

The Commonwealth reserves the right for federal and state agencies or their authorized
representatives to perform additional audits of a financial/compliance,
economy/efficiency, or program results nature, if deemed necessary.

The Contractor further agrees to comply with requirements that may be issued by the

state agency upon receipt of additional guidance received from the federal government
regarding the SingleAudit Act 0f1934.
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46. ENVIRONMENTAL PROTECTION

In carrying out this Contract, the Contractor shall minimize pollution and shall strictly comply
with all applicable environmental laws and regulations, including the CleanStreamd.aw, Act of
June 22, 1937, as amended; the Pennsylvani&olid Waste MangementAct, Act of July 7, 1980
(P.L. 380, No. 97), as amended; and the Dam Safetyand EncroacimentAct, Act of November 26,
1978 (P.L. 1375, No. 325), as amended.

47. NONDISCRIMINATION CLAUSE/SEXUAL HARASSMENT CLAUSE

Each contract entered into by a governmental agency shall contain the following provisions by
which the contractor agrees:

a. In the hiring of any employee(s) for the manufacture of supplies, performance of work, or
any other activity required under the contract or any subcontract, the Contractor, each
subcontractor, or any person acting on behalf of the Contractor or subcontractor shall not,
by reason of gender, race, creed, or color, discriminate against any citizen of this
Commonwealth who is qualified and available to perform the work to which the
employment relates.

b. Neither the Contractor nor any subcontractor nor any person on their behalf shall in any
manner discriminate against or intimidate any employee involved in the manufacture of
supplies, the performance of work, or any other activity required under the contract on
account of gender, race, creed, or color.

C. The Contractor and each subcontractor shall establish and maintain a written sexual
harassment policy and shall inform their employees of the policy. The policy must contain
a notice that sexual harassment will not be tolerated and employees who practice it will be
disciplined.

d. The Contractor and each subcontractor shall not discriminate by reason of gender, race,
creed, or color against any subcontractor or supplier who is qualified to perform the work
to which the contract relates.

e. The Contractor and each subcontractor shall, within the time periods requested by the
Commonwealth, furnish all necessary employment documents and records and permit
access to their books, records, and accounts by the contracting agency and the Bureau of
Minority and Women Business Opportunities (BMWBO), for purpose of ascertaining
compliance with provisions of this Nondiscrimination/Sexual Harassment Clause. Within
fifteen (15) days after award of any contract, the Contractor shall be required to complete,
sign and submit Form STD-21, the “Initial Contract Compliance Data” form. If the contract
is a construction contract, then the Contractor shall be required to complete, sign and
submit Form STD-28, the “Monthly Contract Compliance Report for Construction
Contractors”, each month no later than the 15th of the month following the reporting period
beginning with the initial job conference and continuing through the completion of the
project. Those contractors who have fewer than five employees or whose employees are all
from the same family or who have completed the Form STD-21 within the past 12 months
may, within the 15 days, request an exemption from the Form STD-21 submission
requirement from the contracting agency.

f. The Contractor shall include the provisions of this Nondiscrimination/Sexual Harassment
Clause in every subcontract so that those provisions applicable to subcontractors will be
binding upon each subcontractor.
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g. The Commonwealth may cancel or terminate the contract and all money due or to become
due under the contract may be forfeited for a violation of the terms and conditions of this
Nondiscrimination/Sexual Harassment Clause. In addition, the agency may proceed with
debarment or suspension and may place the Contractor in the Contractor Responsibility
File.

48. CONTRACTOR INTEGRITY PROVISIONS

It is essential that those who seek to contract with the Commonwealth of Pennsylvania
(“Commonwealth”) observe high standards of honesty and integrity. They must conduct themselves
in a manner that fosters public confidence in the integrity of the Commonwealth procurement
process.

In furtherance of this policy, Contractor agrees to the following:

a. Contractor shall maintain the highest standards of honesty and integrity during the performance
of this contract and shall take no action in violation of state or federal laws or regulations or any
other applicable laws or regulations, or other requirements applicable to Contractor or that
govern contracting with the Commonwealth.

b. Contractor shall establish and implement a written business integrity policy, which includes, at
a minimum, the requirements of these provisions as they relate to Contractor employee activity
with the Commonwealth and Commonwealth employees, and which is distributed and made
known to all Contractor employees.

c. Contractor, its affiliates, agents and employees shall not influence, or attempt to influence, any
Commonwealth employee to breach the standards of ethical conduct for Commonwealth
employees set forth in the Public Official and Employees Ethics Act, 65 Pa.C.S. §81101 et seq
the State Adverse Interest Act, 71 P.S. 8776.1 et sefjthe Gover nor ' s Code of
Executive Order 19808, 4 Pa. Code §87.151 et seqr to breach any other state or federal law
or regulation.

d. Contractor, its affiliates, agents and employees shall not offer, give, or agree or promise to give
any gratuity to a Commonwealth official or employee or to any other person at the direction or
request of any Commonwealth official or employee.

e. Contractor, its affiliates, agents and employees shall not offer, give, or agree or promise to give
any gratuity to a Commonwealth official or employee or to any other person, the acceptance of
which would violatethe Gover nor's Code of Conlduda Codexecut
§7.151 et seqpr any statute, regulation, statement of policy, management directive or any other
published standard of the Commonwealth.

f. Contractor, its affiliates, agents and employees shall not, directly or indirectly, offer, confer, or
agree to confer any pecuniary benefit on anyone as consideration for the decision, opinion,
recommendation, vote, other exercise of discretion, or violation of a known legal duty by any
Commonwealth official or employee.

g. Contractor, its affiliates, agents, employees, or anyone in privity with him or her shall not

accept or agree to accept from any person, any gratuity in connection with the performance of
work under the contract, except as provided in the contract.
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h. Contractor shall not have a financial interest in any other contractor, subcontractor, or supplier
providing services, labor, or material on this project, unless the financial interest is disclosed to
the Commonwealth in writing and the Commonwealth consents to Contractor’s financial
interest prior to Commonwealth execution of the contract. Contractor shall disclose the
financial interest to the Commonwealth at the time of bid or proposal submission, or if no bids
or proposals are solicited, no later than Contractor’s submission of the contract signed by
Contractor.

i. Contractor, its affiliates, agents and employees shall not disclose to others any information,
documents, reports, data, or records provided to, or prepared by, Contractor under this contract
without the prior written approval of the Commonwealth, except as required by the
Pennsylvania Righio-Know Law, 65 P.S. 8%7.1013104 or other applicable law or as
otherwise provided in this contract. Any information, documents, reports, data, or records
secured by Contractor from the Commonwealth or a third party in connection with the
performance of this contract shall be kept confidential unless disclosure of such information is:

1) Approved in writing by the Commonwealth prior to its disclosure; or

2) Directed by a court or other tribunal of competent jurisdiction unless the contract requires
prior Commonwealth approval; or

3) Required for compliance with federal or state securities laws or the requirements of
national securities exchanges; or

4) Necessary for purposes of Contractor’s internal assessment and review; or

5) Deemed necessary by Contractor in any action to enforce the provisions of this contract or
to defend or prosecute claims by or against parties other than the Commonwealth; or

6) Permitted by the valid authorization of a third party to whom the information, documents,
reports, data, or records pertain: or

7) Otherwise required by law.

j.  Contractor certifies that neither it nor any of its officers, directors, associates, partners, limited
partners or individual owners has not been officially notified of, charged with, or convicted of
any of the following and agrees to immediately notify the Commonwealth agency contracting
officer in writing if and when it or any officer, director, associate, partner, limited partner or
individual owner has been officially notified of, charged with, convicted of, or officially
notified of a governmental determination of any of the following:

1) Commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements or receiving stolen property.

2) Commission of fraud or a criminal offense or other improper conduct or knowledge of,
approval of or acquiescence in such activities by Contractor or any affiliate, officer,
director, associate, partner, limited partner, individual owner, or employee or other
individual or entity associated with:

a) obtaining;
b) attempting to obtain; or

c) performing a public contract or subcontract.
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Contractor’s acceptance of the benefits derived from the conduct shall be deemed evidence
of such knowledge, approval or acquiescence.

3) Violation of federal or state antitrust statutes.
4) Violation of any federal or state law regulating campaign contributions.
5) Violation of any federal or state environmental law.

6) Violation of any federal or state law regulating hours of labor, minimum wage standards or
prevailing wage standards; discrimination in wages; or child labor violations.

7) Violation of the Act of June 2, 1915 (P.L.736, No. 33&nown as the Wor ker s’
Compensation Act7 P.S. 1 et seq

8) Violation of any federal or state law prohibiting discrimination in employment.
9) Debarment by any agency or department of the federal government or by any other state.
10) Any other crime involving moral turpitude or business honesty or integrity.

Contractor acknowledges that the Commonwealth may, in its sole discretion, terminate the
contract for cause upon such notification or when the Commonwealth otherwise learns that
Contractor has been officially notified, charged, or convicted.

If this contract was awarded to Contractor on a non-bid basis, Contractor must, (as required by
Section 164bf the Pennsylvania Election Coyléle a report of political contributions with the
Secretary of the Commonwealth on or before February 15 of the next calendar year. The report
must include an itemized list of all political contributions known to Contractor by virtue of the
knowledge possessed by every officer, director, associate, partner, limited partner, or individual
owner that has been made by:

1) Any officer, director, associate, partner, limited partner, individual owner or members of
the immediate family when the contributions exceed an aggregate of one thousand dollars
($1,000) by any individual during the preceding year; or

2) Any employee or members of his immediate family whose political contribution exceeded
one thousand dollars ($1,000) during the preceding year.

To obtain a copy of the reporting form, Contractor shall contact the Bureau of Commissions,
Elections and Legislation, Division of Campaign Finance and Lobbying Disclosure, Room 210,
North Office Building, Harrisburg, PA 17120.

Contractor shall comply with requirements of the Lobbying Disclosure Act, 65 Pa.C.S. § 13A01
et seq and the regulations promulgated pursuant to that law. Contractor employee activities
prior to or outside of formal Commonwealth procurement communication protocol are
considered lobbying and subjects the Contractor employees to the registration and reporting
requirements of the law. Actions by outside lobbyists on Contractor’s behalf, no matter the
procurement stage, are not exempt and must be reported.

. When Contractor has reason to believe that any breach of ethical standards as set forth in law,
the Governor’s Code of Conduct, or in these provisions has occurred or may occur, including
but not limited to contact by a Commonwealth officer or employee which, if acted upon, would
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violate such ethical standards, Contractor shall immediately notify the Commonwealth
contracting officer or Commonwealth Inspector General in writing.

Contractor, by submission of its bid or proposal and/or execution of this contract and by the
submission of any bills, invoices or requests for payment pursuant to the contract, certifies and
represents that it has not violated any of these contractor integrity provisions in connection with
the submission of the bid or proposal, during any contract negotiations or during the term of the
contract.

Contractor shall cooperate with the Office of Inspector General in its investigation of any
alleged Commonwealth employee breach of ethical standards and any alleged Contractor non-
compliance with these provisions. Contractor agrees to make identified Contractor employees
available for interviews at reasonable times and places. Contractor, upon the inquiry or request
of the Office of Inspector General, shall provide, or if appropriate, make promptly available for
inspection or copying, any information of any type or form deemed relevant by the Inspector
General to Contractor's integrity and compliance with these provisions. Such information may
include, but shall not be limited to, Contractor's business or financial records, documents or
files of any type or form that refers to or concern this contract.

For violation of any of these Contractor Integrity Provisions, the Commonwealth may terminate
this and any other contract with Contractor, claim liquidated damages in an amount equal to the
value of anything received in breach of these provisions, claim damages for all additional costs
and expenses incurred in obtaining another contractor to complete performance under this
contract, and debar and suspend Contractor from doing business with the Commonwealth.
These rights and remedies are cumulative, and the use or non-use of any one shall not preclude
the use of all or any other. These rights and remedies are in addition to those the
Commonwealth may have under law, statute, regulation, or otherwise.

For purposes of these Contractor Integrity Provisions, the following terms shall have the
meanings found in this Paragraph.

1) “Confidential information” means information that a) is not already in the public domain;
b) is not available to the public upon request; c) is not or does not become generally known
to Contractor from a third party without an obligation to maintain its confidentiality; d) has
not become generally known to the public through a act or omission of Contractor; or €)
has not been independently developed by Contractor without the use of confidential
information of the Commonwealth.

2) “Consent” means written permission signed by a duly authorized officer or employee of the
Commonwealth, provided that where the material facts have been disclosed, in writing, by
pre-qualification, bid, proposal, or contractual terms, the Commonwealth shall be deemed
to have consented by virtue of execution of this contract.

3) “Contractor” means the individual or entity that has entered into this contract with the
Commonwealth, including those directors, officers, partners, managers, and owners having
more than a five percent interest in Contractor.

4) “Financial interest” means:

a) Ownership of more than a five percent interest in any business; or
b) Holding a position as an officer, director, trustee, partner, employee, or holding any
position of management.
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49.

50.

51.

5) “Gratuity” means tendering, giving or providing anything of more than nominal monetary
value including, but not limited to, cash, travel, entertainment, gifts, meals, lodging, loans,
subscriptions, advances, deposits of money, services, employment, or contracts of any kind.

The exceptions set forthintheGover nor’'s Code of Co A8 thec t ,
4 Pa. Cale §7.153(h)shall apply.

6) “Immediate family” means a spouse and any unemancipated child.

7) “Non-bid basis” means a contract awarded or executed by the Commonwealth with
Contractor without seeking bids or proposals from any other potential bidder or offeror.

8) “Political contribution” means any payment, gift, subscription, assessment, contract,
payment for services, dues, loan, forbearance, advance or deposit of money or any valuable
thing, to a candidate for public office or to a political committee, including but not limited
to a political action committee, made for the purpose of influencing any election in the
Commonwealth of Pennsylvania or for paying debts incurred by or for a candidate or
committee before or after any election.

ASSIGNMENT OF RIGHTS UNDER THE ANTITRUST LAWS

The Contractor and the Commonwealth recognize that in actual economic practice, overcharges
by Contractor’s suppliers resulting from violations of state and federal antitrust laws are in fact
borne by the Commonwealth. As part of the consideration for the award of this Contract, and
intending to be legally bound, the Contractor assigns to the Commonwealth all rights, title, and
interest in and to any claims Contractor now has or may hereafter acquire under state and federal
antitrust laws relating to the goods and services which are subject to this Contract.

DB OR DBE COMPLIANCE

The Contractor must comply with the current Disadvantaged Business Program (DB) or
Disadvantaged Business Enterprise (DBE) requirements as stated at
http://www.itqrp.state.pa.us/ITQ/ITQ/Default.aspx or included in the SOW by the Issuing
Agency. DGS may modify these procedures by posting revised procedures at the website
specified above and which will become effective for subsequent projects not already in the
solicitation process.

The Contractor must meet and maintain any DB or DBE commitment it makes in its Proposal
throughout the term of the contract unless a change is approved by the Issuing Agency upon
recommendation by BWMBO. If the Contract is assigned to another contractor, the new
contractor must maintain the DB or DBE participation of the original contract.

WARRANTIES

If the PO or SOW does not set out warranty requirements, this Section governs any questions
related to warranties. The Contractor warrants that the Services and Delivered Materials will
conform in all material respects to the functional specifications for the Delivered Materials and/or
the requirements of the PO or SOW. If the PO or SOW does not set forth a warranty period, the
warranty period for the Services and Delivered Materials shall be ninety (90) days from final
acceptance. The Contractor shall correct any non-conformity within the warranty period
specified herein or in the PO or SOW. The agency may include additional warranty requirements
in the SOW.
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52.

The Contractor hereby represents and warrants to the Commonwealth that it shall not
cause, or take any action that may directly or indirectly cause a disruption of the
Commonwealth’s operations.

In the event of any nonconformity with the foregoing warranties or any warranty set out
in a PO or SOW, the Commonwealth or the Issuing Agency will provide written
notification of such nonconformity to the Contractor and the Contractor, at no cost to the
Commonwealth, shall within ten days notice of the nonconformity, commence work to
remedy the nonconformity and shall work diligently, at no charge to the Commonwealth
of the Issuing Agency, until such time as the deliverable conforms, in all material
respects, to the functional specifications of the Developed materials set forth in the PO.
The Contractor shall have no obligation with respect to nonconformities arising out of:
(a) modifications to Developed Materials made by the Issuing Agency, (b) use of the
Developed Materials not in accordance with the documentation or specifications
applicable thereto, (c) failure by the Issuing Agency to implement any corrections or
enhancements made available by the Contractor, (d) combination of the Developed
Materials with any items not supplied or approved by the Contractor, or (e) the failure of
any software licensed under a separate license agreement to conform to its specifications
or documentation.

Contractor warrants that it has the necessary legal rights, including licenses to third party
products, tools or materials, to perform the Services and deliver the Developed Materials
under this Contract.

THE FOREGOING EXPRESS WARRANTIES ARE THE CONTRACTOR’S SOLE
AND EXCLUSIVE WARRANTIES AND NO OTHER WARRANTIES, EXPRESS OR
IMPLIED, SHALL APPLY, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE.

All warranties shall survive final acceptance.

In the event of an action or complaint by Commonwealth against Contractor pertaining to
these warranties, Contractor may raise any defenses that it may have.

LIQUIDATED DAMAGES

a.

Each PO under this Contract has its own performance standards and requirements. By
accepting the PO, the Contractor agrees to the performance standards and requirements of
that particular project. If performance standards and requirements under an individual
PO are not met, the failure will interfere with the Commonwealth’s program. In the
event of any such failure, it would be impractical and extremely difficult to establish the
actual damage for which the Contractor is the material cause. The Commonwealth and
the Contractor therefore agree that, in the event of failures as outlined in the PO, the
amount of damage shall be the amount set forth in this Section and agree that the
Contractor shall pay such amount as liquidated damages, not as a penalty. Such
liquidated damages are in lieu of all other damages arising from such delay.

Major Deliverables shall be identified by Contractor in its Proposal to the
Commonwealth. The Commonwealth and Contractor shall agree on Major Deliverables
for which liquidated damages shall be applicable in the event of delay and identify the
Major Deliverables in the PO. If Major Deliverables are not identified in the PO,
liquidated damages shall apply to the total cost of the PO.
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53.

The amount of liquidated damages shall be as set out in the PO. If no amount is set out in
the PO, the amount of liquidated damages for work not completed by the deliverable
schedule set out in the PO shall be three-tenths of a percent (.3%) of the price of the
specifically identified Major Deliverable for each calendar day following the scheduled
completion date of such Major Deliverable. Liquidated damages shall be assessed each
calendar day until the date on which the Contractor satisfactorily completes all required
work for such Major Deliverable, up to a maximum of thirty (30) calendar days.
Contractor shall recoup the amount of liquidated damages assessed against previous
deliverables if the Contractor accelerates progress towards future deliverables and meets
the final project completion date set out in the PO.

If, at the end of the thirty (30) day period specified in Subsection b. above, the Contractor
has not met the schedule for completion of the PO, then the Commonwealth, at no
additional expense and at its option, may either:

@ Immediately terminate the PO and all software, documentation, reports,
Developed Materials and any other materials provided for or created for
the Commonwealth as a result of the PO shall be given to the
Commonwealth, and the Commonwealth shall be entitled to its
remedies under Section 23.c (TERMINATION) of this Contract; or

2 Order the Contractor to continue with no decrease in effort until the
work is completed in a manner acceptable to the Issuing Agency or until
the Commonwealth terminates the PO. If the PO is continued, the
liquidated damages will also continue until the work is completed.

At the conclusion of the project, liquidated damages shall be paid by the Contractor and
collected by the Commonwealth by deducting them from the final invoices submitted
under the PO, by collecting them through the performance security, if any, or by billing
the Contractor as a separate item.

To the extent that the delay is caused by the Commonwealth, no liquidated damages will
be applied.

If the delays are caused by the default of a subcontractor, and if such default arises out of
causes beyond the control of both the Contractor and subcontractor, and without their
fault or negligence, the Contractor shall not be liable for liquidated damages for delays,
unless the supplies or services to be furnished by the subcontractor were obtainable from
other sources in sufficient time to permit the Contractor to meet the required performance
schedule.

FORCE MAJEURE

Neither party will incur any liability to the other if its performance of any obligation under this
Contract is prevented or delayed by causes beyond its control and without the fault or negligence
of either party. Causes beyond a party’s control may include, but aren’t limited to, acts of God or
war, changes in controlling law, regulations, orders or the requirements of any governmental
entity, severe weather conditions, civil disorders, natural disasters, fire, epidemics and
guarantines, general strikes throughout the trade, and freight embargoes.

The Contractor shall notify the Commonwealth orally within five (5) days and in writing within
ten (10) days of the date on which the Contractor becomes aware, or should have reasonably
become aware, that such cause would prevent or delay its performance. Such notification shall (i)
describe fully such cause(s) and its effect on performance, (ii) state whether performance under
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54.

55.

the contract is prevented or delayed and (iii) if performance is delayed, state a reasonable estimate
of the duration of the delay. The Contractor shall have the burden of proving that such cause(s)
delayed or prevented its performance despite its diligent efforts to perform and shall produce such
supporting documentation as the Commonwealth may reasonably request. After receipt of such
notification, the Commonwealth may elect to cancel the Contract, cancel the PO, or to extend the
time for performance as reasonably necessary to compensate for the Contractor’s delay.

In the event of a declared emergency by competent governmental authorities, the Commonwealth
by notice to the Contractor, may suspend all or a portion of the Contract or PO.

NOTICE

Any written notice to any party under this Agreement shall be deemed sufficient if delivered
personally, or by facsimile, telecopy, electronic or digital transmission (provided such delivery is
confirmed), or by a recognized overnight courier service (e.g., DHL, Federal Express, etc.), with
confirmed receipt, or by certified or registered United States mail, postage prepaid, return receipt
requested, sent to the address set forth below or to such other address as such party may designate
by notice given pursuant to this section:

Commonwealth: Chief Procurement Officer
Bureau of Procurement, Department of General Services
555 Walnut Street
Forum Place 6™ Floor
Harrisburg, PA 17125

Contractor:

ELECTRONIC SIGNATURES

The Commonwealth may issue this Contract and any subsequent change, and Commonwealth
agencies may issue Purchase Orders against this Contract, electronically in accordance with the
following terms:

a. The Contract may not include “ink” signatures by the Commonwealth. The
electronically-printed name of the purchaser represents the signature of that individual
who has the authority, on behalf of DGS to legally bind the Commonwealth to this
Contract.

b. Purchase Orders against this contact may not include “ink” signatures by the Issuing
Agency. The electronically printed name of the purchaser represents the signature of the
individual who has the authority on behalf of the Issuing Agency to authorize the
Contractor to perform the Services specified in the Purchase Order.

C. Purchase Orders may be issued electronically or through facsimile equipment. Receipt of
the electronic or facsimile transmission of the Purchase Order shall constitute receipt of
an order. The electronic transmission or facsimile of a Purchase Order shall require
acknowledgement of receipt of the transmission by the Contractor.
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d.

The Commonwealth and the Contractor specifically agree as follow:

(1) No handwritten signature shall be required in order for the Contract and
Purchase Order to be legally enforceable.

(2 Upon receipt of a Purchase Order, the Contractor shall promptly and
properly acknowledge its receipt. Any order which is issued
electronically or via facsimile shall not give rise to any obligation to
deliver on the part of the Contractor, or any obligation to receive and
pay for delivered products on the part of the Commonwealth, unless and
until the Issuing Agency has properly received an acknowledgment.

3 The parties agree that no writing shall be required in order to make the
Contract or Purchase Order legally binding, notwithstanding contrary
requirements in any law. The parties hereby agree not to contest the
validity or enforceability of a Contract or Purchase Order or
acknowledgment issued electronically under the provisions of a statute
of frauds or any other applicable law relating to whether certain
agreements must be in writing and signed by the party bound thereby.
The Contract and any Purchase Order or acknowledgment issued
electronically, if introduced as evidence on paper in any judicial,
arbitration, mediation, or administrative proceeding, will be admissible
as between the parties to the same extent and under the same conditions
as other business records originated and maintained in documentary
form. Neither party shall contest the admissibility of copies of the
Contract or Purchase Orders or acknowledgements under either the
business records exception to the hearsay rule or the best evidence rule
on the basis that the Contract or Purchase Order or acknowledgment
were not in writing or signed by the parties.

56. RIGHT-TO-KNOW LAW

a.

b.

The Pennsylvania Right-to-Know Law, 65 P.S. 88§ 67.101-3104, applies to this Contract.

Unless the Contractor provides the Commonwealth, in writing, with the name and contact
information of another person, the agency shall notify the Contractor using the Contractor
information provided by the Contractor in SRM if the agency needs the Contractor’s
assistance in any matter arising out of the Right to Know Law (“RTKL”). The
Contractor shall notify the agency in writing of any change in the name or the contact
information within a reasonable time prior to the change.

Upon notification from the Commonwealth that the Commonwealth requires the
Contractor’s assistance in responding to a RTKL request for records in the Contractor’s
possession, the Contractor shall provide the Commonwealth, within fourteen (14)
calendar days after receipt of such notification, access to, and copies of, any document or
information in the Contractor’s possession which arises out of the Contract that the
Commonwealth requests (“Requested Information’) and provide such other assistance as
the Commonwealth may request in order to comply with the RTKL. If the Contractor
fails to provide the Requested Information within fourteen (14) calendar days after
receipt of such request, the Contractor shall indemnify and hold the Commonwealth
harmless for any damages, penalties, detriment or harm that the Commonwealth may
incur as a result of the Contractor’s failure, including any statutory damages assessed
against the Commonwealth.
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The Commonwealth’s determination as to whether the Requested Information is a
public record is dispositive of the question as between the parties. Contractor agrees
not to challenge the Commonwealth’s decision to deem the Requested Information a
Public Record. If the Contractor considers the Requested Information to include a
request for a Trade Secret or Confidential Proprietary Information, as those terms are
defined by the RTKL, the Contractor will immediately notify the Commonwealth,
and will provide a written statement signed by a representative of the Contractor
explaining why the requested material is exempt from public disclosure under the
RTKL within seven (7) calendar days of receiving the request. If, upon review of the
Contractor’s written statement, the Commonwealth still decides to provide the
Requested Information, Contractor will not challenge or in any way hold the
Commonwealth liable for such a decision.

The Commonwealth will reimburse the Contractor for any costs associated with
complying with this provision only to the extent allowed under the fee schedule
established by the Office of Open Records or as otherwise provided by the RTKL if
the fee schedule is inapplicable.

Contractor agrees to abide by any decision to release a record to the public made by
the Office of Open Records, or by the Pennsylvania Courts. The Contractor agrees
to waive all rights or remedies that may be available to it as a result of the
Commonwealth’s disclosure of Requested Information pursuant to the RTKL.
Contractor’s duties relating to the RTKL are continuing duties that survive the
expiration of this Contract and shall continue as long as the Contractor has
Requested Information in its possession.

57. COSTARS PROGRAM (If elected by Contractor)

COSTARS Purchasers. Section 1902 of the Commonwealth Procurement Code, 62 Pa.C.S. § 1902

(“Section 1902”), authorizes local public procurement units and state-affiliated entities (together,
“COSTARS Members”) to participate in Commonwealth procurement contracts that the Department of
General Services (“DGS”) may choose to make available to COSTARS Members. DGS has identified
this Contract as one which will be made available for COSTARS Members’ participation.

A. Only those entities registered with DGS are authorized to participate as COSTARS Members in
this Contract. A COSTARS Member may be either a local public procurement unit or a state-
affiliated entity.

1. A “local public procurement unit” is:

f
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Any political subdivision (local government unit), such as a municipality, school
district, or commission;

Any public authority (including authorities formed under the Municipality Authorities
Act of 1955 or other authorizing legislation, such as the Public Transportation Law or
the Aviation Code);

Any tax-exempt, nonprofit educational institution or organization;
Any tax-exempt, nonprofit public health institution or organization;
Any nonprofit fire, rescue, or ambulance company; and

Any other entity that spends public funds for the procurement of supplies, services, and
construction (such as a council of governments, an area government, or an organization
that receives public grant funds).

The Department reserves the right to review and determine eligible applicants as Local
Public Procurement Units on a case-by-case basis.



2. A state-affiliated entity is a Commonwealth authority or other Commonwealth entity that is
not a Commonwealth agency. The term includes:

1 The Pennsylvania Turnpike Commission;
The Pennsylvania Housing Finance Agency;

The Pennsylvania Municipal Retirement System;
The Pennsylvania Infrastructure Investment Authority;

The State Public School Building Authority;
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The Pennsylvania Higher Education Facilities Authority, and
1 The State System of Higher Education.

The COSTARS Program is not available for use by Executive Agencies and Independent
Agencies as defined by the Commonwealth Procurement Code, or any agency or entity
using funds appropriated to the Department of General Services through Capital Budget
Project Itemization legislation for the procurement of furniture, fixtures, and equipment.

3. A complete list of local public procurement units and state-affiliated entities that have
registered with DGS and that are authorized to procure items from the Contract can be
found at http://www.costars.state.pa.us/SearchCOMember.aspx.

COSTARS Members have the option to purchase from this Contract, from any DGS contract
established exclusively for COSTARS Members in accordance with the requirements of
Section 1902, from any other cooperative procurement contracts, or from their own
procurement contracts established in accordance with the applicable laws governing such
procurements. The Contractor understands and acknowledges that there is no guarantee that a
COSTARS Member will place an order under this Contract, and that the decision to procure
from this Contract is within the sole discretion of each COSTARS Member.

DGS is acting as a facilitator for COSTARS Members who may wish to purchase under this
Contract. COSTARS Members that participate in this Contract and issue purchase orders
(“POs”) to Contractors are third party beneficiaries who have the right to sue and be sued for
breach of this Contract without joining the Commonwealth or DGS as a party. The
Commonwealth will not intervene in any action between a Contractor and a COSTARS
Member unless substantial interests of the Commonwealth are involved.

COSTARS Members electing to participate in this Contract will order items directly from the
Contractor and be responsible for payment directly to the Contractor.

Those Contractors electing to permit COSTARS Members to procure from this Contract shall
pay the Required Administrative Fee applicable to the Contractor’s classification:

Contractor Classification Required Administrative Fee

Department of General Services

Self-Certified Small Business Bidder $500



1.

All Other Bidders
$1,500

Each bidder electing to permit COSTARS Members to participate in the Contract must
submit the COSTARS Program Election to Participate form with its bid submittal and
pay the applicable Administrative Fee upon Contract award in order to sell the awarded
items/services to COSTARS Members. If the bidder is a Department of General
Services Self-Certified Small Business, a copy of its active Small Business
Procurement Initiative (SBPI) certificate must be included with the bid submittal.

At the beginning of each Contract year and upon any Contract renewal, the Contractor
shall submit a check for the required amount, payable to “Commonwealth of PA”. The
Contractor must pay the Administrative Fee at each contract renewal date to continue
to sell the awarded items/services to COSTARS Members. If the bidder is a
Department of General Services Self-Certified Small Business, a copy of its active
SBPI certificate must be included with the Administrative Fee for each contract year
and upon each renewal.

DGS has registered the COSTARS name and logo (together, the “COSTARS Brand”) as a
trademark with the Pennsylvania Department of State. Therefore, the Contractor may use the
COSTARS Brand only as permitted under in this Subsection.

1.

The Contractor shall pay the Administrative Fee covering its participation in the
program, including without limitation any use of the COSTARS Brand, for each year
of the Contract period. The fee is payable upon Contract award and prior to the renewal
date for each succeeding Contract period.

DGS grants the Contractor a nonexclusive license to use the COSTARS Brand, subject
to the following conditions:

a. The Contractor agrees not to transfer to any third party, including without
limitation any of its subcontractors or suppliers, any privileges it may have to
use the COSTARS Brand under this Contract.

b. The Contractor agrees not to use the COSTARS Brand to represent or imply
any Commonwealth endorsement or approval of its products or services.

C. The Contractor is permitted to use the COSTARS Brand in broadcast, or
Internet media solely in connection with this Contract and any other Contract
with the Commonwealth under which it has agreed to make sales to COSTARS
Purchasers. The Contractor may use the COSTARS Brand on business cards,
brochures, and other print publications so long as the purpose is to identify the
Contractor as a COSTARS vendor, and only so long as the required Contract
fee is kept current.

d. Should this Contract terminate for any reason, the Contractor agrees promptly
to remove the COSTARS Brand from any and all print and electronic media
and to refrain from using the COSTARS Brand for any purpose whatsoever
from the date of Contract termination forward.

e. The Contractor agrees to defend, indemnify, and hold harmless the
Commonwealth of Pennsylvania and DGS from and against all claims,
demands, liabilities, obligations, costs, and expenses of any nature whatsoever
arising out of or based upon the Contractor’s use of the COSTARS Brand.



f. The Contractor agrees it has no property rights in the use of the COSTARS
Brand by virtue of this nonexclusive license. The Contractor expressly waives
any claims, including without limitation due process claims that may otherwise
be available under the law in the event of any dispute involving these terms of
use.

The Contractor shall furnish to the DGS COSTARS Program Office a quarterly electronic
Contract sales report detailing the previous quarter’s Contract purchasing activity, using the
form and in the format prescribed by DGS. The Contractor shall submit its completed quarterly
report no later than the fifteenth calendar day of the succeeding Contract quarter.

1.

The Contractor shall submit the reports via the web-based COSTARS Suppliers’
Gateway at www.costars.state.pa.us. If a Contractor does not have access to the
Internet, the Contractor shall send the reports, using the form and in the format
prescribed by DGS, on compact disc via US Postal Service to the DGS COSTARS
Program Office, Bureau of Procurement, 6™ Floor Forum Place, 555 Walnut Street,
Harrisburg, PA 17101-1914.

For each PO received, the Contractor shall include on the report the name and address
of each COSTARS-Registered Purchaser that has used the Contract along with the
sales date, and dollar volume of sales to the specific Purchaser for the reporting period.

DGS may suspend the Contractor’s participation in the COSTARS Program for failure
to provide the Quarterly Sales Report within the specified time.

Additional information regarding the COSTARS Program is available on the DGS COSTARS
Website at www.costars.state.pa.us.

1.

If the Contractor is aware of any qualified entity not currently registered and wishing to
participate in the COSTARS Program, please refer the potential purchaser to the DGS
COSTARS Website at www.costars.state.pa.us, where it may register by completing
the online registration form and receiving DGS confirmation of its registration. To
view a list of currently-registered COSTARS member entities, please visit the
COSTARS website.

Direct all questions concerning the COSTARS Program to:

Department of General Services
COSTARS Program

555 Walnut Street, 6" Floor
Harrisburg, PA 17101
Telephone: 1-866-768-7827
E-mail GS-PACostars@state.pa.us
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APPENDIX A

COMMONWEALTH OF PENNSYLVANIA
BUSINESS ASSOCIATE APPENDIX

WHEREAS, [name of program and/or department] (hereinafter the “Covered Entity”) will
make available and/or transfer to Contractor (hereinafter the “Business Associate”) certain Protected
Health Information (PHI), in conjunction with goods or services that are being provided by Business
Associate to or on behalf of [name of program and department], that is confidential and must be
afforded special treatment and protection in accordance with the HealthInsurancePortability and
Accountabilty Act(“HIPAA”) Privacy Regulations at 45 CFR Parts 160—164.

WHEREAS, Business Associate will have access to and/or receive from Covered Entity, PHI
that can be used or disclosed only in accordance with this Appendix and the HIPAA Privacy Regulations
at 45 CFR Parts 160—164.

NOW, THEREFORE, Covered Entity and Business Associate agree as follows:
1. Definitions.

a. “Business Associate” shall have the meaning given to such term under the HIPAA
Regulations, including but not limited to, 45 CFR § 160.103.

b. “Covered Entity” shall have the meaning given to such term under HIPAA and the
HIPAA Privacy Regulations, including, but not limited to, 45 CFR § 160.103.

C. “Protected Health Information” or “PHI” means any information, whether oral or
recorded in any form or medium; (i) that relates to the past, present or future physical or
mental condition of an individual; the provision of health care to an individual; or the
past, present or future payment for the provision of health care to an individual, and (ii)
that identifies the individual or with respect to which there is a reasonable basis to believe
the information can be used to identify the individual, and shall have the meaning given
to such term under HIPAA and the HIPAA Privacy Regulations, including, but not
limited to 45 CFR § 164.501.

d. Terms used, but not otherwise defined, in this Agreement shall have the same meaning as
those terms in 45 CFR Parts 160—164.

2. Limits on Use and Disclosure Established By Terms of Appendix. Business Associate hereby
agrees that it shall be prohibited from using or disclosing the PHI provided or made available by
Covered Entity for any purpose other than as expressly permitted or required by this Appendix, in
accordance with 45 CFR § 164.504(e)(2)(i).

3. Stated Purposes For Which Business Associate May Use Or Disclose PHI. The Parties hereby
agree that Business Associate shall be permitted to use and/or disclose PHI provided or made
available from Covered Entity to perform those functions, activities, or services for, or on behalf
of, Covered Entity which are specified in the PO and RFQ to which this Appendix applies,
provided that such use or disclosure would not violate the Privacy Rule if done by Covered Entity
or the minimum necessary policies and procedures of the Covered Entity..

-47 -



Additional Purposes For Which Business Associate May Use Or Disclose Information. In
addition to the Stated Purposes, Business Associate may use or disclose PHI provided or made
available from Covered Entity for the following additional purposes(s), unless the Covered Entity
indicates otherwise:

a.

Disclosure of Information for Management, Administration and Legal
Responsibilities. Business Associate is permitted to disclose PHI received from Covered
Entity for the proper management and administration of Business Associate or to carry
out legal responsibilities of Business Associate, provided the disclosure is required by
law.

Data Aggregation Services. Business Associate is also permitted to use or disclose PHI
to provide data aggregation services, as that term is defined by 45 CFR § 164.501,
relating to the health care operations of Covered Entity, if such services are included in
the Scope of Work..

BUSINESS ASSOCIATE OBLIGATIONS:

a.

Limits on Use and Further Disclosure Established By Appendix and Law. Business
Associate hereby agrees that the PHI provided or made available by Covered Entity shall
not be further used or disclosed other than as permitted or required by the Appendix or as
required by law.

Appropriate Safeguards. Business Associate will establish and maintain appropriate
safeguards to prevent any use or disclosure of PHI other than as provided for by this
Appendix.

Reports of Improper Use or Disclosure. Business Associate hereby agrees that it shall
report to Covered Entity Program Administrator within two (2) days of discovery any
use or disclosure of PHI not provided for or allowed by this Appendix.

Subcontractors and Agents. Business Associate hereby agrees that anytime PHI is
provided or made available to any subcontractors or agents, Business Associate shall
provide only the minimum necessary PHI for the purpose of the covered transaction and
must enter into a subcontract or contract with the subcontractor or agent that contains the
same terms, conditions and restrictions on the use and disclosure of PHI as contained in
this Appendix.

Right of Access to PHI. Business Associate hereby agrees to make available to an
individual who is the subject of the PHI the right to access and copy that individual’s
PHI, at the request of the individual or of the Covered Entity, in the time and manner
designated by the Covered Entity. This right of access shall conform with and meet all of
the requirements of 45 CFR § 164.524 and 45 CFR 8 164.504(e)(2)(ii)(E).

Amendment and Incorporation of Amendments. Business Associate agrees to make
any amendments to PHI that have been agreed to by the Covered Entity, at the request of
Covered Entity or of the individual, in the time and manner designated by Covered
Entity, in accordance with 45 CFR § 164.526 and 45 CFR § 164.504(e)(2)(ii)(F).
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Provide Accounting. Business Associate agrees to document and make available to
Covered Entity or to the individual, any information necessary to provide an accounting
of disclosures in accordance with 45 CFR § 164.528 and 45 CFR § 164.504 (e)(2)(ii)(G),
within 30 days of receipt of a request for an accounting, in the manner designated by the
Covered Entity.

Access to Books and Records. Business Associate hereby agrees to make its internal
practices, books, and records relating to the use or disclosure of PHI received from, or
created or received by Business Associate on behalf of the Covered Entity, available to
the Secretary of Health and Human Services or designee for purposes of determining
compliance with the HIPAA Privacy Regulations. 45 CFR § 164.504(e)(2)(ii)(H).

Return or Destruction of PHI. At termination or expiration of the PO to which this
Appendix is applicable, Business Associate hereby agrees to return or destroy all PHI
received from, or created or received by Business Associate on behalf of, Covered Entity.
Business Associate agrees not to retain any copies of the PHI after termination or
expiration of the PO to which this Appendix is applicable. If return or destruction of the
PHI is not feasible, Business Associate agrees to extend the protections of this Appendix
to limit any further use or disclosure until such time as the PHI may be returned or
destroyed. If Business Associate elects to destroy the PHI, it shall certify to Covered
Entity that the PHI has been destroyed. 45 CFR 8 164.504(e)(2)(ii)(1).

Mitigation Procedures. Business Associate agrees to establish and to provide to the
Program and Department upon request, procedures for mitigating, to the maximum extent
practicable, any harmful effect from the use or disclosure of PHI in a manner contrary to
this Appendix or the HIPAA Privacy Regulations. 45 CFR § 164.530(f). Business
Associate further agrees to mitigate any harmful effect that is known to Business
Associate of a use or disclosure of PHI by Business Associate in violation of this
Appendix.

Sanction Procedures. Business Associate agrees that it must develop and implement a
system of sanctions for any employee, subcontractor or agent who violates this Appendix
or the HIPAA Privacy Regulations. 45 CFR 8 164.530(e)(1).

Property Rights. The PHI shall be and remain the property of Covered Entity. Business
Associate agrees that it acquires no title or rights to the PHI, including any de-identified
information, as a result of its relationship with the program or department.

Grounds for Breach. Any non-compliance by Business Associate with this Appendix
or the HIPAA Privacy Regulations will automatically be considered to be grounds for
breach pursuant to the underlying agreement, if Business Associate knew or reasonably
should have known of such non-compliance and failed to immediately take reasonable
steps to report and cure the non-compliance.

Termination by Commonwealth. Business Associate authorizes termination of the
underlying contract by the Commonwealth if the Commonwealth determines, in its sole
discretion, that the Business Associate has violated a material term of this Appendix.

Privacy Practices. The Covered Entity shall provide and Business Associate shall

immediately begin using, any form, including but not limited to, any for used for
Consent, Notice of Privacy Practices, Accounting for Disclosures, or Authorization,
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designated as effective by the Program or Department at any given time. The Program
and Department retain the right to change the applicable privacy practices and
documents. The Business Associate must implement changes as soon as practicable, but
not later than 45 days from the date of notice of the change.

6. OBLIGATIONS OF COVERED ENTITY:

a.

Provision of Notice of Privacy Practices. Covered Entity shall provide Business
Associate with the notice of privacy practices that the Covered Entity produces in
accordance with 45 CFR 8164.520, as well as changes to such notice.

Permissions. Covered Entity shall provide Business Associate with any changes in, or
revocation of, permission by individual to use or disclose PHI, if such change affect
Business Associate’s permitted or required uses and disclosures.

Restrictions. Covered Entity shall notify Business Associate of any restriction to the use
or disclosure of PHI that the Covered Entity has agreed to in accordance with 45 CFR §
164.522.

7. MISCELLANEOUS:

a.

Regulatory References. A reference in this Appendix to a section in the Privacy or
Security Rules means the section as in effect or as amended as reasonably determined by
the Covered Entity.

Amendment. The Parties agree to take such action as is necessary to amend this
Appendix from time to time as is necessary for the Covered Entity to comply with the
requirements of the Privacy andSecury Rulesandthe HealthInsurancePortability and
Accountabilty Act 0f1996 Pub. L. No. 104-191.

Survival. The respective rights and obligations of Business Associate under section 5(i)
of this Appendix shall survive the termination of the Agreement.

Interpretation. Any ambiguity in this Appendix shall be resolved to permit Covered

Entity to comply with the Privacy and Security Rules as reasonably determined by the
Covered Entity.
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APPENDIX B

CHANGE NOTICE FORM

PJM Demand Response Services SERVICES CONTRACT #
44000XXXXX

Commonwealth of PA — (Agency)
&

(Contractor)

PO Number:
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A. Introduction

This Change Notice to Purchase Order # is made this day of , 20__
(“Effective Date”), by and between the Commonwealth of PA — (“Commonwealth”) and
(“Contractor”).

The Commonwealth and Contractor are responsible for promptly obtaining all required consents necessary
to authorize the Contractor to perform the Services set forth in this Change Notice.

Contractor will perform the following tasks (the “Project”):
(Contractor to insert exact description of work to be performed)
Commonwealth Requirements:

(Any requirements for the agency must be inserted here)

C. Time Estimates / Delivery Schedule

The Delivery Schedule for the Project will be as follows:

(Ensure dates are provided)

D. Change Notice Cost

Change Notice Cost: $

(Ensure an exact costing breakdown is provided)

E. SOW Acceptance

This Change Notice is acceptable to the Commonwealth and the Contractor. Intending to be legally bound, the
Commonwealth and Contractor agree to modify the Statement of Work attached to the Purchase Order as outlined in
this Change Notice.

Approved (date):

(entered by Commonwealth)

Contractor Commonwealth of PAT i Ag eyd c
Authorized Contractor Signature Authorized Agency Signature

Printed Name Printed Name

Title Date Title Date
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F. Project Completed and Accepted

The Project was completed in accordance with this Change Notice. The parties hereby accept as completed all work
indicated in this Change Notice.

Approved (date):

(entered by Commonwealth)

Contractor Commonwealth of PAT fi Ag eyl ¢
Authorized Contractor Signature Authorized Agency Signature

Printed Name Printed Name

Title Date Title Date

PLEASE ATTACH HARD COPY OF PURCHASE ORDER
REFERENCING THIS CHANGE NOTICE
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APPENDIX C

SOAWARE ICENSEAGREEMENT

THIS SOFWARE LICENSE AGREMENT (the fAgreement

betveen

, a

Commnwealth oPensylvaia, actig by and tbugh

, withits pringpal officeslocatedat

TERMS\WND CODITIONS

A. Definitiors.

All capitalied temns usedin this Agreementr in Attalamentsor Appendixes to this
Ageamentshallhave therespectiveneaingsasaibed to themin thisAgeenent or
inthegdlossarysetforthin Paragraph M. Allcapitatied termsused in this Agreerrent,
unlessrdicagd dherwde, inalde dl denative formard variabns of the terms.

B. Grant andcopeof License

1. Thepartiesagreethat morethan one agercy of Licenseemay licerse

products underhis Agreement, provided thatyauseof products by sy agemy

mustbe made pursuantto one or moreexeauted purchaseordas or purchae

documents submitted by each apgicable agency seeking to use the

Licensed Product. For purposesof this Agreement, Licensee includes any
public procurment unit as defined by the Commorwedth Procuement

Code, 62

Pa.C.S5.81901. The paries agreethat, if the Licasee isa i @mmonweath

A g e nas gefined by the CommonwealthProcurenmrent Cade, 62 PaC.S. 8103,

the terms and conditions of this Agreenent applyto any purchaseof products
made by Licensee whenthe purchase doaument issued by Licenseeincludesa

referenceto this Agreement,and that the tamsand conditionsof this Agreament

bemme part of the purchese doaumentwithaut further needfor execution. The
partiesagree that the terms of this Agreement supesedes andtake precedence
over the tems included in any purcsa order, tems of anyshrink wrap
agreemat included with the LicensedProdict, terms of any click through
agreement includedwith the Licensed Product, or any othertermspurportedto

applyto the Licensed Product. If the Licenseds a public procurementinit as

definedby the Commonwealth Prouremet Cade, 62 Pa.C.S. 801 that is not a
Canmmornwealth Agency, the fees set out in this Agreement apply to

the purchae, but the Licensor must enter into a separde agreement with

Licenge, which includesi¢ same tens and conditions andishAgreement.

2. Sujject to the terms and candiions of this Agreewert, Licensof
hereby gants License a nonrexclusivenor-ransfeable license to (i) Run the
software pduct(sjdentifiedn Apendix A, (thefProducd aswell as anyUpdates
providedby Licesor on Licerse e éeser, and (i) use the related docunentation
in connectin withLiensed swthorzed use of the Pioduct. (The Roduct, any
Updatestheretoand therelaed downmentatn are colectivelyrefrred to in this
Ageament as the LidensedProdudo . )

3. AuthorizedUse. In congieraion oftheLlcenseFeespayaHE heeuncer,
Licesee may
4. As betveen the parties,all rights, titteandinteresin and to the Lieensed

Product (and any dervative works theeto) and all underlyng Intelleatd
Property Ribtstherdo, are andat all imeswillbe, the soleand exclusivepropertyof
Liensor oits licensorsas the casemaybe. The LiensedPodict maynot be
used for the beefit of any third parties not auborizd herein, indudng wihout
limitation, in an outsarcing, timesaring, or Applcaton ServiceProvder (ASP)
arangamert, orin the ograton of a seise bueau.

5. Licesee may me&e a reasonalde nunier of copies of the Licesed
Productfor bona fidebackup pumposes only. All suchcopiesaresuljectto theterms
and onditons of this Aegmrent.

is mack on [insert date] (the fExecution Daté), by and
auborizd to do busness in
(fLicensoo Jand The
(fLicenseq:
6. Licesee shall not (and shall not permitany other party to) transate,

decorpie, revese engneer, mage, adaptor malfy the Liensed Prodict or
any Updatesn any way, and no dervaive work may be creatd therefam,
urless othevise pamittedunderthe termsof this Agreament. In additon, License
shell not (ad shall not pemit any other paty to) avoid,ciraimvent, or disalde
ary security devicepraedire, protocol, or mehansm that Liersor may
incle, require or establishith repect to the LicensBabduct.

7. Licesee shdl not deletealer, coveror distoranycayrighttracgmark,
or other propiietaryrightsnoticeplaced by Licensr on or in theLiensedProductand
shallensue that aluch noticeseaeprodued on 8 cqies of the LicgsdProduct.

8. All ights not exgssly grared in thig\greenent are reerved to Licenor.
C. Fees
1. Wren applicable, Licesee agrees to pay Liensor or the contractor

or resdér sypplying the LieensedProduct the Licensd-eesfor the Licened Product
and feesfor Support Sewices provided under Section G, below (the fBuppat

Feesg, in theamaintsand acordhgto the satlule stated Apendix A All Léense
Fees and PportFeesfor the LieensedProductare dueand payable witin Thirty
(30) days of the date of a prgper inwice. Any additonal andor subsegent
Licerse Feesand SpportFees are due and payatle withinthirty (30) days of the
date of Licese e 6 dpt of apgeeinvoice.

2. If the Licenseds makinga purctese throgh its agentby way of a
Purchase Qler (PO),thePO shell controlandtakeprecedenceover thisAgreenentin
regards to paynert amants and provisionsto the exent thee is any confict.
The Licesee shall pay its agentin accaedance with the PO and the agentwill pay
Licesor the aounts set forth in the PO.

3. It is hereby aclhawvledged that the Licenge is a goernment entity
and theeby exept from taxation.

D. Confidentiality

1. Eachpartyageesto secureand protect the Confiderdi Informabn of the
otherin a maner consistentith the mantenanceof the oter par t ngtéissherén,
usingat leastas greata degree of care as it usesto mantainthe configenialityof its
ownconfdental informadn of a simiar naure, but in no event lessthan reasoalle
efforts. Each paty agees tohdd the Corfidental Informabn of the ctherpartyin
confignce,notto disclosét to others or useit in anyway, commerelly or othewise,
excepts authaizedin writihg by Licenseeor in perfamanceof its odigationsunder
thisAgreement.

2. Notwithstaing Section D(1) Confidentialinfomationof a partyshdl not
inclge informationwhich{j) is, as of thetimeof its dixlosue or thaeaftebecones
part of the public donain through a sourcecther than the receiing party; (ii)
was rightfly known to the receiviig party as of the time of its disdosure;
(i) is in@pencently deelged by theeaivingpaty; (iv) is subgeently leared
from a thirdpartynot under a conidentialityoblgaton to the disclosingparty; (v) is
requred to be disdosed pursuantto a duly auhorzed subpoena, courtorder, or
govenment authity, or (vi) discloare of the infonationis requiled urder the
Freedom of Informati Act or otherrightto krow type law, whereupon the party
subject to same

-54 -



shallprovide prompt writtemoticeto the tier party prior to suchdisdosure, so that
such party magek a protectiveder or otheapprgoricte renedy.

E. Term and Trenination

1. Theterm of this Agreenent shdl be deemed to havecomnencedonthe
Effectiv®ate ad shall cointie fromtheeon urit teminated by lauffmens.

2. In accedarce withapplicable reguations eiter partymay terninatethis
Agearentwithwittennoticaf theothempartyfailsto canplywithanymateial termor
condibn of thisAgreamentand failsto renedy suchbreachwithirthirty (30) daysof
recdpt of noticeof suchbreach,proided,howeer, thatLicensr maynottermiate
this agrenent foreasons aforpayment.

3. In additn tothe foreoing, License maytermiate this Ageement if
Licesor mées a gener assgnnert for the benefit of creditrs, files a
volurdry petitionf barkrufcy, sufferor pemts theapmintnent of a receier forits
business orassets,be@mes subjectto any procedings under any bankuptcy
law, or has ligidatd its busress volurdrily or otherwse, and the samehas not
been disclarged or terinatd withifortyfive (45)kays.

4, Notwithstaimg ary contary provigon in this Agreemert, this Agreement
maybeterninaed attheoptiorof Licenseeaupon writtemdiceto Liensor if License

deteminesthat it is in the bestinerest of License to termmate the Agreement.
If Licesee electsto termmate this AgeementLiensorshall be entitledto payment
for satisfactoryervies rerdered under the Ageament upto the efectivedate of

termmation

5. Ary paymet obligation or pation thered of License crested by
this Agreeme is canditionel upon the awaiabity of Canmmonwealh or Feard furds
whch are apprgriated or albcated for the paymet of such an obligtion or pation
thereof; proviled howeve, thet Lienses will reques such furds each yea duing the
Term Ifsudfund are not dlocted ard availabe, ths Ageemeit may be termirated by
Licenseeat the erd of the paiad for which furds are avdlabke. No penait shell accre to
Liceseein the evet this provision is exercised, ard Liensee shall not be obligated or
liable for anyfutue paymeits die far any damags as a resut of temmination undr this
Atticle.

6. Immethtely pon terrimaton of this Agenent, Liceree shall: (i) pay &
amants owed tocensor, orij)(ceae alluse of theicensedPraduct andfii) retrn
to Licers all opies of the LicsgdPioduct ad any ther @nficential Iformabn or
proprigary magrids of Léensoin its possessi or irfEscrow; an@v) cerly in
writindicerse e addraphrce with (iBind i), dove.

F. Warrantis and Disclaner; Limiétion of Liability; Indemrgéition

1. Licesorwarrantsthatit hasthefullauthorityto grantthe rightsgrartedto
Licesee haein. EXCEPT FOR THE FOREGONG EXFRESS WARANTY,
AND EXEPT AS MAY BE OTHERWISE SET OUT IN THS AGREBVIEENT,
LICENSOR DSCLAVS ANY ANDALL WARANTES WITH RESPECTTO THE
LICENSED PROUCTS AND UPDES, WAETHER EXFRESS OR IMPLIED
INCIUDING ANY IMPLIEDWARRANTIES OF MERCHANTABILITY FITNESS
FOR A PARTICULAR PPBBE. EXCEPT FOR THE FOREQ®IING
EXAFRESS WARRANTY, THE LICEBED PRODUCTS AND UPDATES ARE
PROVIDEDIAS | SANDWITHALL FAUTLS, AND LICENSEE UNDERSTANDS
THAT IT ASSWMES ALL RISKSOF THIR WBE,QUALTY,AND PEFORMANCE.

2. INNOEVENTSHALLEITHERPARTY BE LIABLE FCR ANY INDIRECT|
INCIDENTALSPECIALCONSEQUENTIAIRUNITVE, RELIANCEOR COVER
DAMAGES|NQUDING LOSS OF PROFI$, REVENJE, DATA, OR USE,
INCURREDBY EITHER PARTYOR ANY THIRDPARTY, EVENIF THAT
PARY HASBEENADVISEDOFTHE POSSIBILITY (BUCH DAMAGES . ANY
EVENT, LICEOR'S TOTAL LIABILITY ARISINEROM ORRELATEDTO
THIS ABEEMENT FCR ANY REASON SHALL BE LIMTED TO DIRECT
DAMAGES UP TO THE TOTAL AMOUNTOF FEES PAID HEREUNDER
DURNG THE INITIAL TERM OR THE THRRENT RENBANAL TERM
AS APPLICABLE. THEFOREQIING LIMITATIONSAPPLY TO ALL CAUSES
OF ACTON IN THE SGREGATE, INCLUDINGBREACH OF CONRAQ,
BREAH OF WARRANTY, STRICT IWAB'NEGIGENCE AD OTHERORTS.

3. Licesor agrees to indemnifyand defend Licersee and its elected
and aoined offiers, officialsemplo/eesand agents fromand agginstany acton,
clim, derand, or liablity, includig reasonable atbom e yfadssand costs,arising
fromor relabg to a claimthe LiensedProduct infrnges upon any Unied Stdes

or foeign patentsgopyights, otradenarks of a thirdparty ard in anysuchsuitor
proceging willsatisfy any firel awad for such infrimenent, inclaing costs.

Licenseageesto -55-

give Licesor pompt notce of any suchclaim of wheh it leams. Pursiant to
the Comronwealth Attoneys Act 71 P.S. 8§ 732-101, et. seg., the Office of
Attorney @eral (QAG) has the sole auhority to representLiensee in actions
browght against Licesee. The OAG may however,inits solediscreton andurder the
temms it deems gwaopriate, ddegde its right of defese. If OAG dekegates the
deknseto Licesor, Licesee will coperatewith all reaorable equestsof Licensor
mede inthe defese of suchsuit. If OAG doesnot delegate its right of deferse,
Licesor may requestthat @G seekto join Licesor as a third party. If OAG
does not agee to seek to join Licesorasathird partyhenLicensor mageekto
intervenén thematter. If Licener is not joned as a third @ty eitier thiough the
OAG's joder or tlough Licesor's inteentionthere will be ncontraaial obigation
on the part oLiensor to indemify. Nosettlemenidhich impaes any liability or
danagesof anykindon Lienseeshd be made witlout Licensee's prior writen
corsent, wheh shall not be uneaswmably withte or ddayed. In all events,
Licenseestdl have the right to particpate in the defese of any suchsuitor
proeedng thioughcounsl of its ownchoosing. 6 expresslageed by Liensor
that, in the event it equests that ktsee provde supgrtto Liensorin deendng
any such clam, Liensor shall reimbuse Licenseefor all exgnses (induding
attoneys' fees, if such are made necesary by Liceso r d&qgest)in@rred by
Licesee for swch sypport Liensor shall pay all damages and costs awaredd
therén agginst Licenseearisng from Licers 6isdemnificadh obbaton under
this paagraph. If infomation and assistanceare fumished by Licesee at
Licens o nwittsnrequest, it shallbe at Liceso r éxgense, but the respnshility
for sich expese shdl be only thatithin licens® s  w rthorkatioe.n a u

If,i n
claim of infigerment, then withoutrihishing ténsor 6 $gatom to katisfy any final
awad, Licesor nay, at its option, sutugé functionedpivagnts for thedgnsed
Product or, at ldcs o r @13 ad eqpehsepbtainte iights for Licese tacontinue
the use of the &msed Roduct.|f thelicersedPraduct is in such suit mcpedng
held to anstitutenfringmentand theuseorpublcatiortheeof is enjned, Licesor
shall, at its ownperseand at its ojph, eiter praurethe mght to puishor contioe
use of the laesedPraluct,replae te licersedPraduct with nanfingngitems, or
modify thedgnsd Poduct sahat it is norgerinfrnging.

If neither ainative (ipor (i) is easonably eaialle, tlen Licesee mayterminatehe
licensdorthe infinging Licersed Productand no further payrentobigators shallbe
due from Liensee theefor, and Licensor agrees to pay Liensee: (1) any
anounts paidby Liensee for any futue period urder this Agreerrent less a
reasaale amount basednthe aceptancenduse oftheLiensed Product; (2)any
liensefeelessan amant for the peiiod of usage of any softwareand (3) the
praatedporfon of any pepad servicefees repreentng the timeremairing for any
futureperiod under this Agreement..

The oblgationto indemify Licensee,undr the terms of this Section F4), shall
be Liceso r @ole ard exclusie obligationand Liense& exclusiverenedy for
the infngament or misarapriaton of intelleatal property  The obligationsof
Lieensor uder this Sedion contiue without time limt and suvive the
termnaton of ths Ageement

4. Licesor shd hae no liability or oHigathn under Section F(4)
above, aring from or related to: () modifietion of the Licened Product by
Licensee; any mateial provded by Licesee to Licensorand incorporated into, or
usedto prepare, theLiensed Rduct; (ii) use of the Licesed Poductin other
than its specified epatng envionment;(ii) the corinationopeaaton, or useofthe
Licersed Product withother producs, servicesor delveralles not provded by
Licersor as a systenor thecarbination,opaation,or useof the Licensd Product
withany products,data,or agoaratusthat Licensordid not provide; (iv) infmgement
of a nonLicersor product alige; (v) Licen®ed distribudn, maketingor usebeyad
the scopeonemplatd by this Ageement; (vi) Licese e Ofaure to use
correéons or erharcerrents made avalble to Licersee by Liensor; (Vi) the
Runring of the Licesed Product after Licesor has notifed Liensee to
discontice Running due to an infrngementclaim (existing progective);or (Vi)
the use of a versbn of the LieensedProdwct thathas ben suypersededby a never
verson, if theinfrngementwoud have beenavoiad by use of a cant vesion wich
Liensor has prioedormade &aibble to Icensee.

Licesee assmes all risksnd lidoilifes forrjury to odeath of any persor derage
to any mperty, ilny maner ari;mgoutof possessi, useor eraion othe
LicesedPraduct by Liceas whetersuchinpury or dath be with sgect tagents
orenployees of lcenseeor of thirgarties, and ether such pperty darage be to
Licese e dogertypr the mperty of others; pided, lowevethat s camageor
inury results frotme reglgerce of Licensee, itseats or eployees, angbrovded
that judgent haveenobtanedaganstthe Licenseap acourt of compeat
jurigiiction. This povisionsallnot becorstried to limihe sovesignimnunity of the
Licesee.

Li cens or &eslPradyct, islikedyro,or dods become sulgect to a



G. Maint@ance andupport

1. Dunng the Tam of this Ageenent, Licensoragrees to providethe
maingnarce and supprt servicesas set forth in Apgendix A (colectivelythe
fBupportSevice fortheLiensed Pioduct. The paries agree thatLiensorshall
haveno obigatonsto provideany manteranceor support-relaéd servicesinder this
Ageament excepts expressly settifiohegin.

2. Licesee will desgnate,in wriing, no mae than twopersors who will be
Licese e @psnary supprt contacts for Support Servies (the Bupport
Contacto felaed to each PO. Liensee agees that al Support Services
incuiries from Licese e éhdiidual users will be direced to a Support Contact
and Licenge® commnicatins with Licener for Support Serices will be
thiough the Suport Contacts.

3. All Updates and all other deliverables and work product
hereundr provided to Licensee shall be subject to the terms and
conditions of this Agreementnlessotherwse expressly agreedin writing by
Licensor. Support Servicesextend only to the Licensed Product free of
any additions or modifietions thet have not ben nadeor sold by Licensor o}
its agents.

4. Licesee ackmwkdgesand agrees that the Support ServicesUpddes,
and all otherresults of Support Serviceshereunder, and all work productand
delierablesthereof(collectivelyhefLicensorMaeriakg, arethesoleand exclusivg
propertyof Liensor, inclding all woldwidelntelectualPropertyRightsemboded in,
relaéd to, orgpresented by, theckisor Mateals.

H. Virus, Malicious, Mischieyor Destrgtive Progamming

Notwithstaing ay otheprovison in thisAgreementtothecontary,Liensorshd be
liabe for any damage to any dataand/orsoftvere owred or licengd by Licesee
if Licesor or any of its empoyees subcontraiors or corsultantsintralucesa virus
or malious, michievous or destrudte programming into Licerse e &Gaftware
or compet netwiks and has faled to comply with Licese e Gssftwee
security staadls. Liersee must denonstrate that Liensor or any of its
emplgees, subcamactors or consunts intodu@d the virus or malidous,
mighiewus or destructiveprogamming. Licensr& ligbility shall cease if
Lieenseehas not fully comigld with itewn software aety standards.

Licesor shallbe liableforanydamagesincuredby Licensee induding, but notlimited
to, the exgenditre of Licesee funds to elininate or removea camputervirus
or malious, miscievous or destuctiveprogranrming that resultsfrom Licesa 9
failre to take proactive measres to kesp virus ommaliGows, mschievous o
destructive ggranming from ogdinaing from ldensoror any ofits emjpyees,
subortractor®r consudhts thraugh appropriate firanalls and maintanance of antt
virus sdtware and software sgity updates @uas perding systems seadyr
patches, ejc.

In theewent of destructioror modifcationof softvare, Licesor shall eiminatethe
virusmdiciousmichievousr destuctiveprogamming, restee Licenge &saftware
andbe lable to theicesee foany esultinglaneges.

Lieersor shdl be resposible forrevewng Licesee sdtwaresearity standeds and
compliyng with thee stanerds.

Licesee may, at anytime,audit, by a means deened aprgoriate byliensee,any
compug devicesbdang usedby repreentaties of Licensorto provde services
to Licesee for the sole purpose of deermning wheber thosedeviceshae anti
vius softwarevith curent virussignatre files and the curent minimunopeaating
system patchewr verkaounds hee been installed. Dewies found tobe out of
comprce willimmedatelybe disconectedand will notbe permited to comect or
recomectto Licese e rétevorluntil therpper intallatbns hae benmade.

Licesor may use the antivius sdtwareused by Licenseeto protectLierso r

compuig devicesused in the course of proidng servicesto Licersee. It

is umlerstad that Licensormay not install the softwareon any campuing device
not beig usedto provide services thienseeandthat altopies ofhe software will

be remeed fronall devices pon temination of thisgéeement.

Licesee will not berespnsille for anydamegesto Liceso r dmspuers, data,
softwaregtc.caused as a result of the instllaton of Licens&d antivirus softwareor
monibring softwaren Liceso r onputecso

Licesor must, at its expensenge for abackgound check foeach of its
empoyeesaswellasfortheemplgeesofits subcontiors whowillhae accesso
Licanse e I3 facilies, eitherthraugh on siteor remoteaccess. Backgrmund checks
areto be canduced viathe Recuestfor Crininal Recad Checlfom and proedure
foundat http://www.psp t&tapa.g/psp/lib/psp/siédpd. The badkground check

must be calnctedror to initi@cces byan IT empleg andannually tereafter.

Befee Licesee will permit an IT Enploye aaess to License 6 faclities,
Lieensor musprowile writtenconfimaton to the officedesigated by the agency
that the backgrountheckhas been conduted. If, at any time,it is discovered
thatan IT Emjpyeehas a crinmal recad that incldes a fedony or msdemearor
involving terrorighreatsyiobnce useofa lethalweapon, direach oftrust/fiduciary
respnshility;orwhichraisesconcems alout buldng, systemor personadecurityor
is othenise jobrelated,Licensr shall not assignthat empoyeeto any Licesee
facilitiesshdl removeany accesiivilegesaready givento the emplosee, andshal
not permitthat employeeremoteaacess to Licenseefacilitiesor systemsunless
theagency consents,in witing, prior to the aacess being provded. The agency
may withhtd its consert at its solediseeion Failre of Licensorto carply wih the
terms of this pEph may result imlefaultof Licensr wnder s contract with
Liensee.

J. Incorporation of Exhibits and Apdies

ThefollmingAppendices iad Exibis are atichedhereto andncoporaed intothis
Agearent by thiefeence:

Ampendix Al Listof License®oduct anddes

Ampendix Bi Manterance ad Support Services

Apendix O HadwareSpeci@ations

Ampendix D Senice LeveAgreaments

Appendix D Prigng Takes

Exhibit Ai Na+DicrimmatiorSexial Harassent

Exhibit Bi Contactor Integrity

Exhibit Ci Contrator Respnsilility

Exhit Di Tax Swff Clause

Exhibit E7 Provisbns RegrdngThe Ameacans with &ibilies Act

K. Purchase Qers

1. ThelLicersee will issue thisAgeament,andanysutsequentcharges
toit, includinganypurchase from it by a Comrmonwealth Agercy, electronicallyas
anOuline Ageementand/oras aPuchase Orde(herenafter Dacument).

s

r2. TheDaumet wil notincludean finkdsignaturdy the Licersee. The

electronically-printed name of the puchaser representsthe signaure of that
indivdual whohas the authaity, on behalf of the Licensee to authaize Licensor
toproceel.

3. Daumeits may be issuued ekedrongaly or throwh
facamle eqgipmert. The electronic  transmisson of a Daument shall
regire &knowlegamentofrecdaptofthetrarsmssonby Liersor.

4. Receipt of the electronic or facdmile trarsmisson of the
Daument shallcanstitute receiptofanorder.

5. TheLicersee andLicersorspecfifically agee asfalows:

i No handwrien signdure by Licensee shall be required
in ordefortheDacumentobe égdly enfarealie.

ii. Upon receipt of a Daument, Licensor shdl pronptly
and prperly trarsmit an acknowlégerrentin return. Any
order whih is issued eletroncdly shall not be

0 s congdered ecepted by Licensor, nor give rise to any

obligaion to deliveon the partof Licensp or give riseto

any obligaton toreceve andpay for delivered prodicts on
the partof the Leersee, unless and urtil the eledronic
oider has been zknowleged.

iil. Thepatiesagee thaho writig shallberequired inorderto
méke the order lecally bindng, notwittstanding cantrary
requiementsin any law. The partes heeby agee not

l. Background ficks
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to contest the validity or enfoceallity of a genune
Daument or  acknowdgement issued  electrongally
under the


http://www.psp.state.pa.us/psp/lib/psp/sp4-164.pdf

projsionsof a statuteof fraudsor any other agplicable law
relating towtether certain ageemerts be in witing and
signedby the paity boundtheeby. Anygenine Daurrent
or acknoviedgement ssued éectronically, if inbdwced as
eviderce on paper in anyjudicial, arbitréion, mediafon, or
adminstrative proceedngs, will be admsgble as
between thepaties to the same extet and under
the samecondions as other buwsiness records
orighated and miatained in documentaryfom Neibher
partyshall contest the admissibity of copes of
genuine Docunents or a&knowlegamerts under eiher
the buwsiness records excepton to the heasay rule or
the best eviderce rule on thebasis that the orer or
acknovledgerrent were not in writing or signed by
the partes A Daument or
acknowlelgment shall be deemed to be genuine for all
puposes if it is trarsmited to the location designated
forsuch dacumens.
L. Geneal

Thefalure okitler partyto require performane ofany jart ofthisAgearentshalinot

be deemed a waier of any present or fuure right. Moadificationsof this
Agrerrent shall be bindng only if in witing and sigied by auhaized
rereentaties of bothparties. This Ageement,the Licesees PO, ifany,and
Licensdd s | monmifnthe pastisd entire agreementand uncerstandig and
they supesede all prior o@ and writteragreaments and understawiings. If any
provi®on of this Agrement is held invadl, illegal or unenércesble, al other
provi®ns contaired in this Agreementwil renain in effect.Neitheiparty maynot

assgn this Ageementwihoutthe otherpar t y @ swittep consent. All notices
requiredto be senthereurder shall be in writingand shallbe deemed to have been

given whenmailed by registeed or cetified mal, postge prepaidto the address
set fotth in thisAgreementor to such other addessas eaclpartymaydesignatérom

timeto time. Licener adnovedyes thatmal handling securitypraedures may
dday actial ddiveryof such noticesto the Liersee. The folloimg Sectionshall
survivethe teriminaton or exprraton of thisAgeement: B(4),D, E,F, and H.  This
Agearent shell be govened by and constued in accadancewih the substante

laws of the Conmonvealth of Pemsylvania,witout regard to priniples of
conlict of laws.

M. Glossary

1. fRurd means tocopy, instl, e, access, igdlay, run, and othewise
interact with, iniitserded nanner.

2. fDelivery Daeo shall mean the day agreed upon by the paries for
Licesor to presernt the Licesed Product to Licenge for ddivery and
installatn, proiedLicersormaks a easaale attempt to do @o that day.

3. fEffective Catedshall nean the Eecuion Date, wdhiewer occurs first.
4., fSource Coced shall mean the humanreadeble verson of the
Licesed

Product suglied to Licere heeunckr.

5. fintellectial Property Right® means, collectivelysights underpatent,
tradenark, copyight and trade seaet laws, and any otherinellectal praperty
or popridary rights recogried in any countryor jurisdictin wortiwide, inclaing,
without limitexti, maal rights and sifar ights.

6. fi U p & areansanyupdate,patchbugfix or minormodificain to the
Licesed ProductsthatLicesor provdesto License. Onceproided, each Update
shalbe demed tdoe intuded witin the LnsedProduct.

7. fConfidential Informatio® means infamatbn that the other party
condiers to be confilential, busness and techical informabn, markding plans,
reserch, desgns, pbns, mehods, techriques, processes and knowhow,
wheher tangdie or intangble and whebher or nostoed, carpiked or meiializd
physicall eleconicdly, graphicallyor in wrilng, provded thatthe otrer party has
notified the party reiving the confidtial infomaion that the imfmation is
conidenial.

8. i T r &qpaasksd meansanycostsincurreddy Liensor asso@tedwith
thetransportaton, storge or lodging of equpment supplies,Licensr empoyeesand
other items necessary for bushess use from Liensor healquarters to
Licese e 6 s f Taavekxpensedray inclick, butarenotlimtedto airfae, hotel
costsand mealsf appli@ble. Any travelexpenses e by the Licesee shall
be paid at alleade gowrmment trael rates consistentwith Managenent
Drectvre 23010, unless kérwse fist apprad by the Licem e aushaized
representative.

9. 0 fMvelTime @neansthehoursandminutes @psig duiing trangortatn
of Licener persanelfromLiensorheadquartersto Licen s efacltiss. Travetime
shall not indude the first hour of trangortatn from Liensor headquarers
to Licese e 6 facilies or from Licensed s facilities to Licensor
headqerters.
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AppendibA
A. Licensed Poduct:

TheLicersed Prodict includes

B. InstdlationFees:

Licersor will assig Licersee withall instalatiors and confguators, the costs of which are induded in the Licerse Feesand consist
of Tehntal and Project Management supportin the amountspecified bdow. Adiitional haurs maybe puchased in acoordance with
Licersord s ¢ wmmereiah Rricei€tfor sichservices.

| Projet ManagementTechntd Implenrentation Hours | [Fill inhours] |

C. Licenseand Oher Fees:

Licersoracknowdgeshe License Feewill bepaid to Licersor by Licenseeasset foth in Takle 1 or Table2 of Apperdix F of the Agreement.
The lderse Feeincludes asoutinedin Sedion D, bdow.

D. Support Eesand Senices:
SupportFees for the Licensed Productareincluded in the License Feesare setforth in SectionC of this Appendx A and consist of

for a period of [insertyeas,] years followingthe EffectiveDate(finital SuypportTernd.

TheSupportSevices shall be renewablebeyondthe Initial Suport Termaccordig to the provisons setforth in SectionE of this

Appendix.

Subjecto Licenseds payment ofany outsandng Licerse Fees, licersor will m&e the following Gpport Sendes avaiableto the

Licensee:

StamiardMaintenarnce and SupportSexices

TheLiensee shhareceivfinsertHours]hours dficerseesupport bylhone,email, or ihecessly, sitevisitsfreeofchargeperyear. Time
shallbe debited in quaterhourincrenents. Reaests dueto failure of or defect in the Licersed Prodiet shallnot be charged. Excepfor
defectsn the LicensedPraluct,requestsoverthealocatedhour limit shallbe chaged ona timeand mateialsbasisatthethencurrentrae
published in Licenso r Gosmercial Proe List, currently a rate of [insert current rate] pe hou in quarter-hour increments plus
travelexperses. Arequest shall oly bebillable orcount towardghe dlocatedfreeof-chaige hours ifLicersoris ale toresolve theprodem.

Stamlardupdaesareincludedin the Serice Fee and willbe delivered to the Licersee eledrongally, ina mameragreed upan by the paties
(e.g.email atachment, webdoanload,)or by sendnga CDRom. Licersee mayrequest thata Licersor techntian install the Updées, eiher
onsite,or remotely, inwhth case, such supportshall be offeredto Licensee ona time and mate@alsbasis at thethen current rate puldished
in Licerso r @ennercial Prce List, currentlya rate of [insert current rateper hour in quartehour increnents plus travel
expenses as dsaibed ittachmentl.

Licensee may at its option allow Licensor technical staff to log into the Licensee’s system remotely in order to install Updates or to resolve
technical problems.

Enhanced Maintenance and Support Services

The terms of the Enhanced Maintenance and Support Services are set forth in Appendix B of this Agreement.
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E. Renewal of Support Services

The Licersee may renewthe Support Sewices set forth in Section D of this Appendix, including Stardard Maintenarce and Support
and Enlanced Maintenarce and Support (if apgicable), by payingan Amual SypportSerices Renewalree each yearsutsequentto the
Iniial Suport Term.The Amual Support Serices RenewaFee shall be due withinthirty (30) days of the Annwal Support Serxices
RenewabDate andLicerse€s receipt of a properinvoice. The Amual SypportServices Renewabate shallbe the same dayeach year,
begnringthe day on€1) yearfdloningtheEffetive Date.

TheSumortSenices Renew&keforthe first yearfollowinghe Initial Support Termshall beasfolows:
StamlardMaintenarce and Support: [$$$$$] Enharced Maintenarce and Suppot: [$55553)
Thecost for renenals ofStandardMaintenarce and SupportSericesand Enhanced Mantenance and SupportServices, if applicable, beyand

thefirst yearfollowinghelntial SipporfTemshadl be atthe preadling price atthe time of puchase, provided, however, thatit may ot exceed
thepreviousyearcost forrenewaby morehan 3%
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Appendi8

EntancedMantenarce and Suppat Sewices
NOTEEntancedMantenarte and SupportSericesaplicable only itlectedby Leéensee inaccordarte with Appertlix A Section Dof the
Contract.

SECTION: SatementofWork

ThelLicersee hasrequestedaddiional supportservices relagd tothe Licersed Prodict. Appendx A, Sedion D ofthe Cattrect providesfor
certainsypportfees andsupportservices, and adiional services.

As partof the EnhancedViainterenceand SupportServicesLicensoshall makeseveal contact@veilableto the Licenseén threeways as
folows:

Primarffecmical Contat:
Primary Nber:
Secordary Nutier:
Primargmal:

Secordary Tehrical Cortact:
Primary Nuber:

Secordary Nuiver:
Primargmal:

Lead AcoountCantect:
Primary Nber:
Secordary Nutper:
Primargmal:

Secordary AmuntCatact:
Primary Nuber:
Secordary Nutbe (paer):
Primargmal:

Duringnormel busness hous, Mandaythraigh Fiiday from8:30AMEST to 5:30PM ESTLicersee shdl use theprimaryenil address
tocontat an indivdud, andor the primary number.For after hour, weekend and holiday support, License shdl
call

ore-mail

In order to deal efficiertly withmultiple prodemsrepatedto Licersor by theLicersee, a proteemticket willbe creaéd for each protlem
andoneof 3 prioritycades wilbeallocated.

1 Levell: MarInpact- Diretlycausngatatal loss oftheLicersee's ahbity taUse theLicensedProduct
1 Level2: Significant Impact - Drrectly reduing a numberoffeaturesof the Licensed Prodict

1 Level3: No mmedide Impact - causngonly irtanvenierce to Licersee, and majncludeschedud netwak changeso
Licerseed s work achitecture

Thetamet meximumtimesforrespaise foreach level are:

Level1: assoonas pasbk, targetinga resporse time of 1 hour(duing nomal business hous) or3 hours(durhg nortbusiness hous)
from ittiial notification to Licensorby he Licersee

LeveR: 2hours

Level3: 3days
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mailto:support@roamsecure.net

SECTION 2. Summary of Enhanced Maintenance and Support:

Licensohas used its exjgerceand bestestimatesavaildle toprovile asummary ofvaious @ehancedmantenanceand suypportsenies
as fdbws:

This appendix B shall remain valid until superseded by a revised addendum mutually endorsed by both parties. It shall be reviewed every six
months.
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AppendixC

Hardwarepecificatians (if any)
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Appendx D Sende

Level Agreenent

THEOBLIGATIONS OF LICENSOR UNDER THISSBEEMATERIALLICEMSOR MAKES NOTHER WARRANES, EXPRESS
OR IMPLIED,CNUDING WITHD LIMITATION ANONEICERNNG MERCHANBALITY OR FITNESS FOR ANRTRAJLAR
PURPOSE.

Sevwice Leels

Providetlicensee maintains and supplies remote accesstodpednittyr 6 s s y s t aise,commercdadlynmrensiamtions iol
corret and/orprovideawoik-araurd forany $ftware erroorhardware errdiLicensorprovided hadwarerepotedby Léerseein
acaordaree wih theprioiity level reasorably @&sgned tosuch error by Licerseeandthe associatedresporse oltigationsset forth below:

Priorityl

Urgent

Defiled as aproduct Eror thet rerdersLicersor 6 semisopeasatie or cawses he sysem tofail. Licersor ppmply nitiates e following
praedues: (1)intialresponse to Licerseewthinthity (30)minues; (2)peforms sclationprocedures aseasorsblydetermined by
Licerso r sfpgortteam (3)provides awok-aroundsolution andor Errorcorrestionwithin tweny-four(24)hours fronmitial resporse.

Priority2

Mnori sysemremans operative

Defineds aproduct Error thatases only minarpact orthe se ofLiceso r 6 sm Isicemrpremptlyintiates the follawgprocedures:
(2)initial resporse toLicersee witin thirty3D) minutes; (2)perfams acalation proeduresas reaonably deéernined by tensor dugports
team (3Provides dfix forthe Erromo laterthan the nex schedudd mgjor rekase of Licenso r @dicts.p r

If Licenseeexpetferces aPiiority 1Errorand Licersor® pralucts rerain iropegtive for mae thantheamount oftime specified in the table
bdowduing asingle cdendarmonth, Supgdierwill credit theapplicable perertage ofanyprepaidsupportfees (BLACredi) forthatcalerdar
morhtoLicensed s uatc c o

Unavédable Hous SLACredit
0%
25%
50%
100%

ThenofficaionofanErrotto Licersor (orby Licersor)shallrepresent the starttime fomeasuring navaiable hours. Sewice ouageend
time is bsedonLicerso r éligery danacceptdle wok-around solution and/orErrorcorrection orby Léersord s rdnatonend
comnunicationto Licersee hattherepotedEnror qudifies as &rioiity 2errorasdefined above.

If Licenseeexpererces aPiiority 2errorandLicersordoesnotresolve the error formare thantheamount oftime specified inthetalde below
durihg a single cakrdar morth, Supplierwillcredithe applicable pecertageofany pepeid supportees (BLACredi) forthatcalemlar
morthtoLlicenseb s account .

Unavédable Hous SLACredit
0%
25%
50%
100%
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AppendixE
PricingTables

Tablel 8 Comnonwealth Acing for State Agncies, Boads andCommesions under the Geer n oJuri@dsctons
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Table26C OS T A R 6 ganizatiods NGtiICovered undepdpdx E- Tablel
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AppendixG Electroit
Purdase Oders
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ExhibitA NONDISCRIMINON/SEXUAL
HARASSMENT CLAUSE

The Contractor agrees:

1. In the hiring of any employee(s) for the manufacture of supplies, performance of work, or any other atiévitgnergaired under t

or any subcontract, thet@otor, each subcontractor, or any person acting on behalf of the Contractor or subcontractor shall not, by reason ¢
gender, race, creed, or color, discriminate against any citizen of this Commonwealth who is qualified amthevaiteblevtogberfor

the employment relates.

2. Neither the Contractor nor any subcontractor nor any person on their behalf shall in any manner discriniatgt@against or intim
employee involved in the manufacture of supplies, the performance of workctorigmegtlired under the contract on account of gender,

race, creed, or color.

3. The Contractor and each subcontractor shall establish and maintain a written sexual harassment policy and shall inform their
employees of the policy. The policyomiasth @ notice that sexual harassment will not be tolerated and employees who practice it will be
disciplined.

4. The Contractor and each subcontractor shall not discriminate by reason of gender, race, creed, or color@gaimst any subcontra
suppliewho is qualified to perform the work to which the contract relates.

5. The Contractor and each subcontractor shall, within the time periods requested by the Commonwealth, furnish all necessary

employment documents and records and permit acces®ks thedords, and accounts by the contracting agency and the Bureau of

Minority and Women Business Opportunities (BMWBO), for purpose of ascertaining compliance with provisiaioofSeisudbndiscrimi
Harassment Clause. Within fifteen (18jtdagsvard of any contract, the Contractor shall be required to complete, signh and submit Form STD
21, the #Alnitial Contract Compliance Dat ad furadto.compléte digme cont r
and sumit Form STD8, t he A Mont hly Contract Compliance Report for Const
following the reporting period beginning with the initial job conference and continuing through the jEmndlatise obttiptors who

have fewer than five employees or whose employees are all from the same family or who have comgleteithinet o pass IR

months may, within the 15 days, request an exemption from tH&lFambm8sEidn reguient from the contracting agency.

6. The Contractor shall include the provisions of this Nondiscrimination/Sexual Harassment Clause in evellyosgbcontract so that t
provisions applicable to subcontractors will be binding upon each subcontractor.
7. TheCommonwealth may cancel or terminate the contract and all money due or to become due under the contract may be forfeite

violation of the terms and conditions of this Nondiscrimination/Sexual Harassment Clause. In addition, thendeledyamagnpraceed
suspension and may place the Contractor in the Contractor Responsibility File.
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ExhibitB
CONTRACR INTEGRITY PROVISIONS

It is essential that those who seek to contract with the Commonwealth of Renrfsyive o mmonweal t ho) observe hi
integrity. They must conduct themselves in a manner that fosters public confidence in the integrity of ther€mem @nacsslth procu

In furtherance of this policy, Contractor age=és|twing:

1. Contractor shall maintain the highest standards of honesty and integrity during the performance of thikecanteaticend shall ta
in violation of state or federal laws or regulations or any other applicable laws atheguégidrements applicable to Contractor or that
govern contracting with the Commonwealth.

2. Contractor shall establish and implement a written business integrity policy, which includes, at a minimointhéise requirements
provisions as thetelto Contractor employee activity with the Commonwealth and Commonwealth employees, and which is distributed an
made known to all Contractor employees.

3. Contractor, its affiliates, agents and employees shall not influence, or attempi/t€amfimenceealth employee to breach the
standards of ethical conduct for Commonwealth employees set forth in the Public Official and Employees &hit81Aet, 586 Pa.C.S.

the State Adverse I nterest Kade of Conduct, ExeSiutive Grdefa®8®P4a. Cede §7s1Blcpt. and t
seq., or to breach any other state or federal law or regulation.

4. Contractor, its affiliates, agents and employees shall not offer, give, or agree or promise to give anyngrealtityafiiciaCommo
or employee or to any other person at the direction or request of any Commonwealth official or employee.

5. Contractor, its affiliates, agents and employees shall not offer, give, or agree or promise to give any geatihityfficial Commonw
or employee or to any other person, the acceptadlBaePaf which w
Code §7.151 et seq. or any statute, regulation, statement of policy, management directivelmdhstpontzed miltlie Commonwealth.

6. Contractor, its affiliates, agents and employees shall not, directly or indirectly, offer, confer, or agregary dmnfefiaoy pec
anyone as consideration for the decision, opinion, recommenoifigorexetise of discretion, or violation of a known legal duty by any
Commonwealth official or employee.

7. Contractor, its affiliates, agents, employees, or anyone in privity with him or her shall not accept or agyegets@cept from
any grality in connection with the performance of work under the contract, except as provided in the contract.

8. Contractor shall not have a financial interest in any other contractor, subcontractor, or supplier providingasenailoas, labor,
thisproject, unless the financial interest is disclosed to the Commonwealth in writing and the Commonwealthrcdnsent$ to @Qoatractoi a |
interest prior to Commonwealth execution of the contract. Contractor shall disclose the financiahiotevesittoahéh€dime of bid or
proposal submission, or if no bids or proposgCantraatore sol i cited

9. Contractor, its affiliates, agents and employees shall not disclosg icfatmatsoan documents, reports, data, or records
provided to, or prepared by, Contractor under this contract without the prior written approval of the Comreqnixedhltly, tivecept as
Pennsylvania Rigt'know Law, 65 P.S. 8§88 673104, or o#h applicable law or as otherwise provided in this contract. Any information,
documents, reports, data, or records secured by Contractor from the Commonwealth or a third party in cormaciberofvitighe perf
contract shall be kept confidemiggisidisclosure of such information is:

a. Approved in writing by the Commonwealth prior to its disclosure; or

b. Directed by a court or other tribunal of competent jurisdiction unless the contract requires prior Commonwealth approva
C. Requird for compliance with federal or state securities laws or the requirements of national securities exchanges; or

d. Necessary for purposes of Contractords internal asses
e. Deemed necessary by Contractor in any action to gmfovigiahe of this contract or to defend or prosecute claims by

or against parties other than the Commonwealth; or

f. Permitted by the valid authorization of a third party to whom the information, documents, reports, data, or records pertal
g. Oterwise required by law.
10. Contractor certifies that neither it nor any of its officers, directors, associates, partners, limited pantners bagotidual

been officially notified of, charged with, or convicted of any of the dglteesnn andhediately notify the Commonwealth agency
contracting officer in writing if and when it or any officer, director, associate, partner, limited partaehas ipelarichfficiam notified
of, charged with, convicted of, or offutifityl of a governmental determination of any of the following:
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i

Commission of embezzlement, theft, forgery, bribery, falsification or destruction of records, making false statements or
receiving stolen property.

Commission of fraud eriminal offense or other improper conduct or knowledge of, approval of or acquiescence in such
activities by Contractor or any affiliate, officer, director, associate, partner, limited partner, indivigeal awner, or emplo
other individual or gragsociated with:

1) obtaining;
2) attempting to obtain; or
3 performing a public contract or subcontract.

Contractordés acceptance of the benefits derived from
acquiescence.

Violation of federal or state antitrust statutes.
Violation of any federal or state law regulating campaign contributions.
Violation of any federal or state environmental law.

Violation of any federal or state law regulating hourshafilmom wage standards or prevailing wage standards;
discrimination in wages; or child labor violations.

Vi ol ation of the Act of June 2, 1915 (P.L. 736, No . 33
Violation of any fealeor state law prohibiting discrimination in employment.
Debarment by any agency or department of the federal government or by any other state.

Any other crime involving moral turpitude or business honesty or integrity.

Contractor acknowledtfemt the Commonwealth may, in its sole discretion, terminate the contract for cause upon such notification
when the Commonwealth otherwise learns that Contractor has been officially notified, charged, or convicted.

11. If this contract was awardé&tbhtractor on a #idh basis, Contractor must, (as required by Section 1641 of the Pennsylvania
Election Code) file a report of political contributions with the Secretary of the Commonwealth on or be¢oneEaladeadat yedth

The reporhust include an itemized list of all political contributions known to Contractor by virtue of the knowledgeffinesessed by ever
director, associate, partner, limited partner, or individual owner that has been made by:

a.

Any officer, directmsaciate, partner, limited partner, individual owner or members of the immediate family when the

contributions exceed an aggregate of one thousand dollars ($1,000) by any individual during the preceding year; or

b.

Any employee or members of his inenfieédiidy whose political contribution exceeded one thousand dollars ($1,000)

during the preceding year.

To obtain a copy of the reporting form, Contractor shall contact the Bureau of Commissions, Elections amdf_egislation, Divisi
Campaign Finanaad_obbying Disclosure, Room 210, North Office Building, Harrisburg, PA 17120.

12. Contractor shall comply with requirements of the Lobbying Disclosure Act, 65 Pa.C.S. § 13A01 et seq., and the regulations
promulgated pursuant to that law. Contracteresaqiaities prior to or outside of formal Commonwealth procurement communication

protocol are considered lobbying and subjects the Contractor employees to the registration and reportingweduitiemzbis of the

outside lobbyists on Contéactor be hal f, no matter the procurement stage, are nc

13. Wh e n

Contractor has reason to believe that anytorineach of

these provisions has occurredyooeuar, including but not limited to contact by a Commonwealth officer or employee which, if acted upon,
would violate such ethical standards, Contractor shall immediately notify the Commonwealth contracting dfficespect®ommonwealt

General in iting.

14. Contractor, by submission of its bid or proposal and/or execution of this contract and by the submissésnoof any bills, invoic
requests for payment pursuant to the contract, certifies and represents that it has not violatord oy iofebese prawisions in
connection with the submission of the bid or proposal, during any contract negotiations or during the term of the contract.

15. Contractor shall cooperate with the Office of Inspector General in its investliggeio Cohampmavealth employee breach of

ethical standards and any alleged Contractonpliance with these provisions. Contractor agrees to make identified Contractor employees
available for interviews at reasonable times and places. Contradtayuinpan tbquest of the Office of Inspector General, shall provide, or

if appropriate, make promptly available for inspection or copying, any information of any type or form dépspeti@iévaneiat the
Contractor's integrity and cormgheith these provisions. Such information may include, but shall not be limited to, Contractor's business or
financial records, documents or files of any type or form that refers to or concern this contract.
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16.

For violation of any of thes&r&or Integrity Provisions, the Commonwealth may terminate this and any other contract with

Contractor, claim liquidated damages in an amount equal to the value of anything received in breach ofrttuzsaggesitiomkd, clai

additional costscaexpenses incurred in obtaining another contractor to complete performance under this contract, and debar and suspend
Contractor from doing business with the Commonwealth. These rights and remedies are cumulativejsenolf tieyusesos maihn

preclude the use of all or any other. These rights and remedies are in addition to those the Commonwealtistatayehave under law,
regulation, or otherwise.

17.

For purposes of these Contractor Integrity Provisions, the following tethesrakalhimgesfound in this Paragraph 17.

a. AConfidenti al informationd means informati onpot hat a)
request; ¢) is not or does not become generally known to Contractpaftgrwiththirtcn obligation to maintain its

confidentiality; d) has not become generally known to the public through a act or omission of Contractor; or €) has not been
independently developed by Contractor without the use of confidential iefQomatiamoidith.

b. AfConsentd means written permission signed by a duly a
where the material facts have been disclosed, in writinglifiggtien, bid, proposal, or contractuahte@osnmonwealth

shall be deemed to have consented by virtue of execution of this contract.

C. AfContractoro means the individual or entity that has
directors, officers, partners, manageérsywners having more than a five percent interest in Contractor.

d. AFinancial interesto means:
@) Ownership of more than a five percent interest in any business; or
2) Holding a position as an officer, director, trustee, partner, emigioygeanpiplesition of management.
e. AGratuitydo means tendering, giving or providing anyth

cash, travel, entertainment, gifts, meals, lodging, loans, subscriptions, advahcespelgpsesitsces, employment, or
contracts of any kind. The exceptions d&tedParCode i n the Go
§7.153(b), shall apply.

f. Al mmedi ate familyodo means a spouse and any unemanci pat

g. fNonrbi d basi so means a contract awarded or executed by
proposals from any other potential bidder or offeror.

h. APolitical contributiond means paymgntforaeyvives,rdaes, loanj ft, sub
forbearance, advance or deposit of money or any valuable thing, to a candidate for public office or to iaglatiiogl committee,

but not limited to a political action committee, made for the purposeasfyirdleetamin the Commonwealth of Pennsylvania

or for paying debts incurred by or for a candidate or committee before or after any election.
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ExhibitC
CONTRACRRESPONSIBILITY PROVISIONS

For the purpose of these provisions, the term contractor is defined as any person, including, but not limited to, a bidder, offeror,
loan recipient, grantee or lessor, who has furnished or performed or seeks to furnish or perform, goods, supplies, services, leased
space, construction or other activity, under a contract, grant, lease, purchase order or reimbursement agreement with the
Commonwealth of Pennsylvania (Commonwealth). The term contractor includes a permittee, licensee, or any agency, political
subdivision, instrumentality, public authority, or other public entity in the Commonwealth.

a. The Contractor certifies, in writing, for itself and its subcontractors required to be disclosed or approved by the
Commonwealth, that as of the date of its execution of this Bid/Contract, that neither the Contractor, nor any such
subcontractors, are under suspension or debarment by the Commonwealth or any governmental entity, instrumentality,
or authority and, if the Contractor cannot so certify, then it agrees to submit, along with its Bid/Contract, a written
explanation of why such certification cannot be made.

b. The Contractor also certifies, in writing, that as of the date of its execution of this Bid/Contract it has no tax liabilities or
other Commonwealth obligations, or has filed a timely administrative or judicial appeal if such liabilities or obligations
exist, or is subject to a duly approved deferred payment plan if such liabilities exist.

c. The Contractor's obligations pursuant to these provisions are ongoing from and after the effective date of the Contract
through the termination date thereof. Accordingly, the Contractor shall have an obligation to inform the Commonwealth
if, at any time during the term of the Contract, it becomes delinquent in the payment of taxes, or other Commonwealth
obligations, or if it or, to the best knowledge of the Contractor, any of its subcontractors are suspended or debarred by
the Commonwealth, the federal government, or any other state or governmental entity. Such notification shall be made
within 15 days of the date of suspension or debarment.

d. The failure of the Contractor to notify the Commonwealth of its suspension or debarment by the Commonwealth, any
other state, or the federal government shall constitute an event of default of the Contract with the Commonwealth.

e. The Contractor agrees to reimburse the Commonwealth for the reasonable costs of investigation incurred by the Office
of State Inspector General for investigations of the Contractor's compliance with the terms of this or any other
agreement between the Contractor and the Commonwealth that results in the suspension or debarment of the
contractor. Such costs shall include, but shall not be limited to, salaries of investigators, including overtime; travel and
lodging expenses; and expert witness and documentary fees. The Contractor shall not be responsible for investigative
costs for investigations that do not result in the Contractor's suspension or debarment.

f. The Contractor may obtain a current list of suspended and debarred Commonwealth contractors by either searching the
Internet at http://www.dgs.state.pa.us/ or contacting the:

Department of General Services
Office of Chief Counsel

603 North Office Building
Harrisburg, PA 17125
Telephone No: (717) 783-6472
FAX No: (717) 787-9138
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ExhibitD
TaxOffset Claise

TheContratorauthorzesthe Commonvealth to offsetany pat due stateand lad taxliablites ofthe Contractorrdatingto anountsother
than pgable in lhe odinarycouse andother than irgaod faith dsputeorundercantest or apeal by Qurador,as well § ary otheamount

dueto the Commonwedth fromthe Contrator,against anypayment due to the Contrattorurderthis orany othercontract wih the
Conmonwaelth.
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ExhibitE
AMERICAN®/ITH DISABILITIBET

a. Pusuantofederal reguletions ponulgated underthe aubhorityof The Amertans vih Disablites At, 28CF.R.835101 et
seq., the&Contratoruncerstandsandagees tha, in pafomngits services uderthis ©ntratt, it shallnotcause ary indiidual with a
disalityto beexduded fom perfomance ofthe Conitact 0 gerticss irthis @ntract onthe bais of thedisahility. As acorditionof
accepingthis Contr, the Cortractorageesto comply withthe fiGeneal PiohibiionsAganst Deaimnaton ,2&8C.F.R§ 35130, andall
otherreguaions

pravulgated under Tite | of TheAnercans Wh Diabilties At wheh are applicable toall beanefits, services, progans, ard activities
provickd by th&€ommonneath of Renrsylvaniathiough contads witlousidecaontractors. For purposes otclariy, the foregoing shal not
be urderstood tothe utlity orfurctiorelity ofany softwardobe provided bythe Contractorunder thisContract.

b. TheContratorshallberesporsible forandagees toincemrify and hold hamless the Gmnonwelthof Penrsylvaniafrom &
losses, damages, experses, claims, demand, suits, andactions looughtby anyparty ajainst the Comonneath of Penrsyivaniaasa
resut ofthe Contratard s lurdtoamplywiththe provisionsofsubpaagepha above.

BOTHPARTES HAVE READ ANIAGREE TCBE LEGALLY BOUNIBY ALLOF THEBGLLOWING@ERVS AND CONDINg), ALIOF
WHICH AREGRRPORATED FULY INTO'HIS AGEEMBNT.

LICENSOR The Commonwealth of Pennsylvania
ByY: B.
CERTFIGATIONAS TO AVAILAILITYOFFUNDS
COMPTROLLER
Name: APPROVEDAS TOFCRM ANDHGALTY
OFFICEOF CHIEFCOUNSEL
Title:
OFFICEOF GENERL COUNSEL
Date:
OFACEOF ATTOREYGENERAL
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